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About the book

This study analyzes the evolution of the legal framework of the Digital Single Market in Europe, beginning with the first acts issued by the European Union on the subject of an information society. The gradual evolution of multiple regulatory frameworks aimed at aspects of digital technologies highlights how public regulation is now reaching the definition of the guiding principles for the Digital Single Market: in the digital era, this will increasingly dominate the lives of enterprises and citizens.
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Introduction

The phenomenon of digitalization is proliferating in present-day society, simultaneously influencing and transforming economic and social life1.

Throught digitalization «the world has undergone a transition from a traditional economy (e.g. agriculture or industrial based) to a digital economy that is based on digital technologies»2; thus, «reaping the benefits and addressing the challenges of the digital age requires narrowing the gap between technological developments and public policy»3. In fact, many policies are «pre-digital era, and difficulties in understanding the changes underway and their implications may delay the review and adaptation of these policies»4.

Digital transformation currently operates fundamentally in the development of nations across the globe5. It is therefore centrally positioned in reflections related to the definition of efficient and effective regulations allowing countries to seize opportunities and minimize the risks posed by the digital growth of societies6 and enterprises7.

Digital transformation «refers to the economic and societal effects of digitisation and digitalisation. Digitisation is the conversion of analogue data and processes into a machine-readable format. Digitalisation is the use of digital technologies and data as well as their interconnection that result in new activities or in changes to existing ones. Together, digitisation and digitalisation make up the digital transformation»8.

Digital transformation is connected to the digital economy, which is defined as an economy that aims to produce and exchange goods and services connected to novel applications, ideas, and business models derived from information and communication technologies (ICTs)9.

Notably, however, «the presence of an ICT infrastructure and the mere accessibility to ICT facilities, are only a necessary pre-condition for moving towards a digitalized society and that the “level” and the “quality” in the use of these technologies, as well as the conditions-facilitating or hampering “digital empowerment”, are likely to play a much more important role»10.

Defining new public policies that can tackle challenges associated with the affirmation of digitalization is essential for the economic and social contexts. Digitalization impacts processes, products, and business models but also changes the traditional frames of reference.

The historic definition of a single European market finds new opportunities in this new context, leading to the development of a Digital Single Market as a «future-oriented Single Market»11.

Regarding digitalization and new emerging technologies «the key challenge is deciding what, whether, when and how to regulate, and with the circular economy, where the goal is to create a regulatory framework which ensures increased sustainability of economic activities with job creation, increased innovation and growth. In both cases, there is a need to ensure a European approach to addressing the issues in order to avoid the fragmentation of the Single Market that would arise from a proliferation of national approaches»12.

The role of “technology governance”13 is central to the choice of what, whether, when, and how to regulate, as has been expressed in the “Collingridge dilemma”14: indeed, the moment of regulatory intervention exerts significant effects.

The “Collingridge dilemma” holds that «early in the innovation process – when interventions and course corrections might still prove easy and cheap – the full consequences of the technology and hence the need for change might not be fully apparent. Conversely, when the need for intervention becomes apparent, changing course may become expensive, difficult and time-consuming. Uncertainty and lock-ins are at the heart of many governance debates and continue to pose questions about “opening up” and “closing down” development trajectories»15.

In particular, the regulator does not always possess all the knowledge necessary to regulate interventions, especially regarding phenomena associated with emergent digital technologies. Therefore, we are now witnessing a “learning legislation”, as demonstrated by the regulatory sandboxes characterized by their being a space for “normative experimentation”16, one of the most innovative forms of the principle of evidence-based law-making17.

These considerations are the basis for this analysis of the most significant actions of the European Union regarding the evolution of digital technologies and their impact on the lives of citizens and enterprises in the context of the new Digital Single Market.
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1. Information society and the market: First European legal reference points to the digital context

SUMMARY: 1. The information society and the 1990s Communications from the European Commission – 2. The 1999 European Commission Communications “Towards a new framework for Electronic Communications infrastructure and associated services” and “eEurope – An Information Society for All”: the future of digital in Europe – 3. The 2000s: Different plans for information society – 4. The European Commission Communications of 2010: “A strategy for smart, sustainable and inclusive growth” and “A Digital Agenda for Europe”.

1. The information society and the 1990s Communications from the European Commission

The development of information and communication technologies (ICTs) in the 1990s represents a socioeconomic revolution. Regarding this development, «there has been a noticeable increase in policy emphasis on the importance of ICTs for the future prosperity and well-being of the Union which has largely grown out of a heightened awareness of the economic, social and political possibilities engendered by advances in networking technologies and a greater dissemination of ICTs throughout society at large. The development and implementation of ICTs in the European Union is now seen as a crucial goal of policy in a diverse area of activities. ICTs are generally viewed as a panacea by European Commission policy-makers and are thought to offer answers to seemingly intractable problems»1.

The affirmation of the information society is connected to the development of ICT: in the 1990s, some Communications from the European Commission focused on the information society and its possible impact on citizens and enterprises, and its role in the future.

The Communications revealed what the European Community and Member States need to accomplish, under different and multiple profiles, to ensure that the economy and citizens can benefit from the opportunities provided by information society.

The affirmation of the information society needs the support of the Community; without this support, adequate regulatory policies, dedicated legal frameworks, and specific attention to the digitalization of information, it will not be possible for Europe to completely utilize the present and future opportunities of ICT.

In 1993, a white paper entitled “Growth, competitiveness, employment – The challenges and ways forward the 21st century”2, known as the Delors report, set out «to foster debate and to assist decision-making – at decentralized, national or Community level – so as to lay the foundations for sustainable development of the European economies, thereby enabling them to withstand international competition while creating the millions of jobs that are needed»3. The report reveals «the immense responsibility, while remaining faithful to the ideals which have come to characterize and represent Europe, of finding a new synthesis of the aims pursued by society (work as a factor of social integration, equality of opportunity) and the requirements of the economy (competitiveness and job creation)»4.

Furthermore, it «was inspired by the looming threat of growing unemployment and takes structural changes, including technological ones, into account»5. Hence, the need to create opportunities for employment becomes one of the central themes of the paper, underlining the importance of defining «an economy that is healthy, open, decentralized, competitive and based on solidarity»6.

Within this framework, «the dawning of a multimedia world (sound-text-image) represents a radical change comparable with the first industrial revolution»7, as exemplified by the information society.

Chapter 5 of the report is specifically dedicated to «the changing society, the new technologies» and immediately highlights how information and communication technologies «are transforming dramatically many aspects of economic and social life, such as working methods and relations, the organization of companies, the focus of training and education, and the way people communicate with each other. They are resulting in major gains in productivity in industry, and in the quality and performance of services»8. A new «“information society” is emerging, in which management, quality and speed of information are key factors for competitiveness: as an input to the industries as a whole and as a service provided to ultimate consumers, information and communication technologies influence the economy at all stages»9.

The development of ICT industries «and the dissemination of ICT use is seen as central to the creation of new forms of employment. Not only will new industries and services be developed but the use of the ICTs will improve productivity and increase GDP in other sectors of the economy. Thus, while a certain measure of Schumpeterian creative destruction is to be expected with traditional occupations in both manufacturing and service sectors disappearing (previously largely immune from “technological unemployment”), the overall impact on employment will be positive. On balance, it is suggested, more new jobs with new skills will be found than old jobs with old skills lost»10.

The European economy’s competitiveness greatly depends on the use and development of ICTs; however, «various obstacles to optimal exploitation of these technologies have been met in Europe, and they should be removed. Dissemination of good practices targeted business should be promoted and community development privileged applications. To this end, an appropriate regulatory and political environment should be created and the implementation of trans-European telecommunication services stimulated»11. In fact, «the pressure of the market-place is spreading and growing, obliging businesses to exploit every opportunity available to increase productivity and efficiency. Structural adaptability is becoming a major prerequisite for economic success»12; equally, «the growing interconnection of the economy is leading to major productivity improvements in the production of goods but also in relation to services, and the borderline between goods and services is becoming increasingly blurred»13.

The new technological processes require «constant and organized interdependence between the upstream phases linked to technology, and the downstream phases linked to the market»14.

Technologies not only modify industrial processes but also the relationship between a company and the market, alongside defining greater interoperability between the various players, in other words, the presence of various factors such as ICTs, globalization, and international competition encourage companies to rethink their production models and relationship with the market.

Despite «the undeniable progress that has been made, the penetration of ICTs is not an unmitigated success story. The changeover towards an information society has placed severe demands on the adaptability of those concerned. The risk of exclusion, for example, as a result of inadequate skills or qualifications and, more generally, the emergence of a two-tier society should not be underestimated. Europe must prepare itself for this changeover in order to capitalize upon the economic and social advantages while analysing and mitigating any adverse consequences»15.

Societal and economic interrelationships are characterized by the “information society”, which was historically developed in the USA, Japan, and Europe; however, in the future it will be a global phenomenon. In this context, Europe should aim at three main objectives: «(i) from the outset, placing its approach in a world perspective, and therefore encouraging the international alliance strategies of its companies and operators; promoting where possible the development of open systems and international standards; working resolutely towards the opening-up of third country markets, in order to seek genuine reciprocity, and opposing any form of discrimination; (ii) ensuring, at the same time, that the systems developed take due account of European characteristics: multilingualism, cultural diversity, economic divergence, and more generally the preservation of its social model; (iii) creating the conditions whereby, in an open and competitive international system, Europe still has an adequate take-up of basic technologies and an efficient and competitive industry»16.

The coexistence of some essential factors determines the creation of a “common information area”, which is central to economic and social development and socioeconomic cohesion17; six factors are identified: «(i) the information itself, converted and collated in electronic, i.e. digital, form (databases, document bases, image bases, CDI, etc.); (ii) the hardware, components and software available to the user to process this information; (iii) the physical infrastructure (terrestrial cable infrastructure, radio communications networks and satellites); (iv) the basic telecommunications services, particularly electronic mail, file transfer, interactive access to databases and interactive digital image transmission; (v) the applications, for which the above mentioned levels perform the storage, processing and transmission functions, providing users with the specific services they need. Generally, users “see” only the application to which they are connected; the transport side needs to be “transparent” for them. Consequently, applications are the area where the greatest efforts must be made to improve the structuring of the information and user-friendliness. With the aid of the applications, their performance and the conditions in which they can be used, the common information area will have an economic and social impact and can help to improve the employment situation; (vi) users, who are not only trained in operation of the applications, but are also aware of the potential of ICTs and of the conditions required for optimum use thereof»18. The Community policy «aimed at establishing a common information area will help to increase competition and improve European competitiveness. It will help to create jobs. It should be backed up by specific measures aimed at facilitating economic and social changes»19.

In a competitive context, «access to and mobilization of information are becoming the central aspects of productivity and competitiveness, especially for SMEs»20; this assumes that the role of the Member State is to facilitate and regulate information: «the private sector is seen as the generator of change. A radical re-engineering of the fundamentally different relationship between public and private sectors is foreseen where the state instead of providing services simply regulates private provision»21.

In December 1993, the Recommendations to the European Council, entitled as “Europe and the global information society”, known as the Bangemann Report, expressly stated that «there should be no more public money, subsidies or protectionism. The market, in other words, provides the solution while the state’s job is simply to encourage the market through deregulation. If we follow these suggestions the Bangemann Report claims “we will all win in the long run”»22. While the Bangemann Report recognizes that «the chief risk of the information age lies in the widening of the gap between the information haves and have-nots it supplies no convincing recommendations for how this is to be avoided. As a concern it certainly plays second ﬁddle to the drive for productivity gains through networking»23.

In 1994, the Communication “Europe’s way to the information society: an Action Plan”24 pointed out that «the information society is on its way. A “digital revolution” is triggering structural changes comparable to last century’s industrial revolution with the corresponding high economic stakes. The process cannot be stopped and will lead eventually to a knowledge-based economy»25.

In this Communication, the Commission stressed that «it is not sufficient merely to act; there is a need for a consistent response by Europe to the challenge, avoiding initiatives which neutralise each other or are mutually incompatible. A global, coherent and balanced approach of mutually supportive measures is called for. The Community will assume its responsibilities for setting the appropriate regulatory environment. In parallel, the private sector is invited to play its entrepreneurial role and launch without delay concrete initiatives for the prompt deployment of the information society»26.

For these reasons, the Commission presents a work program on the information society based on four areas: «the regulatory and legal framework, for which new proposals will be made, in particular regarding telecommunications infrastructure and services, on the protection of intellectual property rights and of privacy, on media concentration, as well as the updating of the “rules of the game” for the free movement of TV broadcast in the Community; networks, basic services, applications, and content, where there is a need to bring the parties concerned together in order to stimulate the development of applications in the areas proposed by the High Level Group and endorsed by the European Council; social, societal and cultural aspects, including the linguistic and cultural dimensions of the information society stressed by the European Council; and promotion of the information society in order to increase public awareness and support»27.

This regulatory and legal framework is analyzed because it underlines the «importance of backing up the efforts of the private sector with the rapid establishment of a clear and stable regulatory framework, notably with regards to market access, compatibility between networks, intellectual property rights, data protection and copyright»28, these sectors remain central to the Digital Single Market today. The key points on which the regulatory and legal framework is based are as follows: toward a competitive environment; standardization, interconnection, and interoperability; rates; worldwide dimensions; intellectual property rights; privacy; electronic protection, legal protection, and security; and media ownership and competition.

It is notable that «the Commission proposes a broad regulatory framework package, while preserving missions of public interest according to the principles of universality, equality and continuity» and «of central importance to the development of the European information society is the need to safeguard the free circulation of services across our internal frontiers. Given the range of measures mat might be necessary, the Commission will, as a matter of importance, set such issues in the context of an Internal Market framework, with the view to guaranteeing a level playing field»29: the Commission proposes laws while preserving a free, competitive market dominated by public interest.

At the end of 1996, the Commission adopted the Communication “Europe at the forefront of the global information society: rolling action plan”30 indicating many social challenges and highlighting that «the information society is not a challenge for the future but one for the present. Decision makers are now fully aware that Europe’s future in the global economy will be shaped by the speed and success with which it exploits the opportunities arising from the new information and communication technologies. Momentum toward the information society is already building up in Europe at a breath-taking pace. But major tasks are still ahead of us. The key challenges are to ensure that Europe remains at the forefront of the new global and networked society and that European citizens equally enjoy its benefits. The EU must therefore focus on an effective implementation of all aspects of the information society»31.

In fact, «the development of the information society requires changes which still have to overcome a certain degree of organisational inertia and psychological resistance as well as financial constraints. This is extremely hard to achieve in a period characterised by high unemployment, pressure on social benefits and budgetary restrictions. Whilst the implementation of the information society is mostly taking place at national, regional or local level, the value-added of Community level actions is to set up a common framework, to co-ordinate various activities and to act as a catalyst. Therefore, the Rolling Action Plan aims to harness and give more impetus to the implementation of the various measures taken at Member State level»32.

The rolling action plan emphasizes that improving «the business environment through efficiency and coherent implementation of the liberalized telecommunications environment and the comprehensive application of the principles of the internal market (i.e. the free movement of goods, the free provision of services, free movement of capital and freedom of establishment) in the context of the information society»33 is essential with regard to dedicated actions «to promote the introduction of new technologies into daily business activities, in particular with respect to SMEs and for the promotion of satellite personal communication services (S-PCS) in Europe. Ensuring that the necessary conditions are met for the introduction of electronic commerce (e.g. copyright, data protection, digital signatures, etc.) is also a major priority»34.

In 1997, the final report “Building the European information society for us all: Final policy report of the high-level expert group” presented by the group formed in 1995 to analyze the social aspects of the information society35, contains 12 recommendations and sub recommendations: «1. Actively stimulating the acquisition of knowledge and skills; a. Establishing an education network, b. New financial incentives for training, c. Improving and disseminating knowledge on learning methods, d. Producing high-quality, low-cost learning materials; 2. Coordinating regulation at EU level; 3. Public services as an engine of growth in the emerging IS, a. Shifting public services from infrastructure to content, b. Making public services more effective: improved productivity, for a better service, c. Public services as models of service provision, d. Improving health services; 4. Exploiting the virtual value chain, a. Measuring intangible performance, b. Creating confidence in electronic commerce, c. Mastering the impact of virtuality; 5. Developing flexible working arrangements, a. Collecting successful case studies of organizational innovation, b. Handling outsourcing, c. Towards security in flexible working arrangements, d. Dealing with new occupational health risks, e. From promoting telework to integrating it within society, f. Social dialogue in the IS; 6. Managing time, a. Structuring flexible working time, b. In search of time, c. Healthy living in the IS; 7. Reprioritizing “full” employment, a. Enhancing employment growth in the IS, b. Towards a social global level playing field; 8. Maintaining national government revenue in an increasingly global environment; 9. Including everyone, a. Increasing social participation, b. Avoiding exclusion/targeting specific needs, c. Providing technological tools for the social partners, d. Towards a European Social Fund focused on employability; 10. The death of distance, a. Towards universal community service, b. Rethinking regional cohesion policy; 11. European diversity – taking advantage of the many emerging information societies, a. Developing a high-quality multimedia industry, b. Nurturing a multicultural Europe, c. Celebrating the local; 12. Transparency and democracy, a. Maintaining pluralism, b. A democracy project»36.

These recommendations derive from a broader reflection that the high-level expert group conducted on the subject of the information society, deliberating about what the information society is and what it will be in the future.

The report defines the information society as «the society currently being put into place, where low-cost information and data storage and transmission technologies are in general use. This generalization of information and data use is being accompanied by organizational, commercial, social and legal innovations that will profoundly change life both in the world of work and in society generally»37.

The high-level expert group stressed that «in the future there could be different models of information society, just as today we have different models of industrialized society. They are likely to differ in the degree to which they avoid social exclusion and create new opportunities for the disadvantaged», considering the importance of the social dimension that characterizes the European model; however, «it will also need to be imbued with a strong ethos of solidarity – not an easy goal to achieve, since the traditional structures of the welfare State will have to undergo substantial changes. Furthermore, that concept of solidarity will need to be active, not passive, to adapt to these changes»38.

The report additionally defined the difference between “data, information and knowledge” and what it meant by the “social integration requirement”. Regarding data, information, and knowledge, the group underlined «the generation of unstructured data does not automatically lead to the creation of information, nor can all information be equated with knowledge. All information can be classified, analysed and reflected upon and otherwise processed to generate knowledge. Both data and information, in this sense, are comparable to the raw materials industry processes into commodities» such technologies «have had no such effect on the generation or acquisition of knowledge and still less on wisdom»39.

Instead, a direct connection between technologies and wisdom is hoped for, toward a “wise society”, «where scientifically supported data, information and knowledge would increasingly be used to make informed decisions to improve the quality of all aspects of life. Such wisdom would help to form a society that is environmentally sustainable, that takes the well-being of all its members into consideration and that values the social and cultural aspects of life as much as the material and economic»40.

The high-level expert group noted that «our hope is that the emerging information society will develop in such a way as to advance this vision of wisdom»41.

The information society must be a “learning society” and «the learning process is no longer limited to the traditional period of schooling, but is a lifelong process, starting before formal school-going age and taking place at work and in the home»42.

Concurrently, the “social integrationist vision” places emphasis «on technology as a social process which by meeting real or imagined needs changes those needs just as it is changed by them. Society, in this view, is shaped by technical change, and technical change is shaped by society. Technical innovation – sometimes impelled by scientific discovery, at other times induced by demand – stems from within the economic and social system and is not merely an adjustment to transformations brought about by causes outside that system»43.

The future implications of the information society are not well understood and analyzed; «there are numerous social policy challenges associated with a future European information society, stress that these transcend the simplistic notions of rapid adjustment to a future determined by the “external” force of technological change in which people have no influence and no chance to participate, and highlight the countless opportunities for engineering a European information society for us all»44.

From this analysis emerges how «the information society may not be a new concept, but it is constantly evolving. He’s still in his youth, and as such, his dynamics change every day. We know a lot about the potential, even if we’re still learning as the information age unfolds. What seems clear is that the continued development of ICT in all its forms and applications is driving radical change in our lives, with the constant creation of new products and services, new ways of doing business, new markets and investment opportunities, new social and cultural opportunities, expressions and new channels of interaction between citizens and government»45.

2. The 1999 European Commission Communications “Towards a new framework for Electronic Communications infrastructure and associated services” and “eEurope – An Information Society for All”: the future of digital in Europe

The Communication of November 10, 1999, n. 539 entitled “Towards a new framework for Electronic Communications infrastructure and associated services” underlined that «an advanced communications industry is a pre-condition of Europe’s transition to the information Society with all the social and economic benefits which that entails. Information Society industries already contribute around 15% to growth of the EU’s Gross Domestic Product and create 1 out of every 4 new jobs in European economy»46.

Toward the end of the 20th century, the information society assumed a central role in the affirmation of the competitiveness of the European economy by affecting the reduction of disparities between regions and increasing social cohesion. However, these results are only achievable if «information society services are available for everybody in all regions of the EU»47; to do so, the «existing obstacles for access to information society, whether economic, educational, social, cultural or geographical, must be addressed. Co-ordinated public policy measures are needed to overcome these obstacles to ensure the beneficial effects of information technologies»48.

In the coming years, the problem of access to digital technologies will be a central issue for the institutions of the European Union to concretely and fully implement the digital single market, in fact, «efficient access to communication infrastructure is vital for business to participate in the digital economy»49.

Currently, the role that the Internet has in defining a different market and new opportunities appears overwhelming, breaking traditional market structures and «providing a common platform for the delivery of a wide range of services. It is blurring the distinction between voice, image and data transmission services, changing radically traditional pricing models for communications services, and challenging existing regulatory structures»50.

In 1999, in December, the European Commission issued a Communication entitled “eEurope – An Information Society For All”51, which argued that the changes associated with the information society are the most significant since the industrial revolution and are changes of a global dimension; «they are not just about technology. They will affect everyone, everywhere. Bringing communities, both rural and urban, closer together, creating wealth, sharing knowledge, they have huge potential to enrich everyone’s lives»52, and in a broad sense analyzed how «the world economy is moving from a predominantly industrial society to a new set of rules – the information society»53.

Such changes are defining the emergence of the “new economy” and «the underpinning dynamics of the new economy are strong. Digital technologies make accessing, processing, storing and transmitting information increasingly cheaper and easier. The sheer scale of information available creates huge opportunities for its exploitation through the development of new products and services. Transforming digital information into economic and social value is the basis of the new economy, creating new industries, changing others and profoundly affecting citizens’ lives. Enterprises in all sectors are starting to transform their business into e-business – requiring restructuring of the entire company»54.

This new economy can only be successful if consumers have the ability to exploit its benefits: «for this, they need to acquire the skills that will enable them to access the information they seek and interact successfully on the Internet. Consumer confidence must be built if markets are to develop»55. Simultaneously, public policies must evolve to ensure that the legal context is able to support business development and define a framework conducive to consumer confidence.

However, the Commission notes general obstacles to the information society that require solutions, namely, «generally expensive, insecure and slow access to the Internet and e-commerce; an insufficient digitally literate on-line population; lack of a sufficiently dynamic, entrepreneurial, service-oriented culture; a public sector which is not playing a sufficiently active role in enabling the development of new applications and services»56.

Therefore, the EU and Member States have defined 10 actions to be pursued, which are as follows: 1. European youth into the digital age; 2. Cheaper Internet access; 3. Accelerating E-Commerce; 4. Fast Internet for researchers and students; 5. Smart cards for secure electronic access; 6. Risk capital for high-tech SMEs; 7. eParticipation for the disabled; 8. Healthcare online; 9. Intelligent transport; 10. Government online. For each of these actions, the context of reference and the related problems and opportunities are analyzed, as well as targets for the early 2000s.

More in details, “European youth into the digital age” highlights the need for digital culture to become a basic knowledge for all young people, including through the use of technologies in schools; “Cheaper Internet access” underlines that greater competition will reduce prices for Internet access and increase the number of operators on the market. “Accelerating E-Commerce”57 underlines that compared to the USA, the European Union does not fully harness the potential of e-commerce, and it is necessary to accelerate «the growth of e-commerce, especially for SMEs, so that they can consider the whole European market as their market. This requires a reliable Internal Market legal framework, which provides legal security, removes barriers to cross-border services, encourages on-line innovation and consumer trust. To this end, a number of legal initiatives are under way at Community level. Their rapid adoption and implementation should be a priority. Europe also needs public administrations to lead by example by facilitating and using electronic procurement, including the use of open and compatible systems and to ensure efficient physical distribution channels (e.g. postal and delivery services) to support online trade»58. “Fast Internet for researchers and students” stresses that «universities and research laboratories have been in the forefront of exploiting the Internet, which has brought enormous benefits to the academic and research community. Communicating via e-mail and accessing information over the Internet are now key elements of academic and professional life. However, online collaboration is not an established practice in Europe»59; while “Smart cards for secure electronic access” defines smart cards that guarantee access to electronic payments, health services, and public transport that can be used anywhere; however, this requires the construction of a united European structure.

“Risk capital for high-tech SMEs” is specifically focused on the need for risk capital for high-tech SMEs because the European Union does not yet have a thriving capital market, unlike the USA, for innovative ideas. Instead, «availability of early stage finance is vital in a world which is transforming rapidly into a new economy and where creativity, access to finance, and speed to market are among the major determinants of competitive advantage. Unless the European Union and the Member States can provide the right environment for ideas to be commercially developed and financed in the Union, they will go elsewhere – or be left undeveloped, and the benefit lost»60.

With “eParticipation for the disabled” the European Commission wants to ensure that all actions undertaken for the development of the information society are inclusive: «developments in digital technologies offer extensive opportunities to overcome barriers (socio-economic, geographical, cultural, time, etc.) for people with disabilities. Accessible technologies which address their specific needs enable their participation in social and working life on an equal basis. A challenge for the coming years is thus to reduce the remaining gaps between technologies and this user group» considering Design-for-All principles (or “Universal Design”) as «an approach that implies taking account of specific needs of disabled in the design process»61.

“Healthcare online” focuses on a «double challenge: to improve the quality and accessibility of health care for all the citizens of the Union, whilst constraining overall costs», which is «impossible to meet without the deployment and widespread use of fully integrated, interoperable and modernised health systems. Digital technologies can improve the productivity and scope of health care»62.

“Intelligent transport” underlines the importance of making transport safer and improving its quality63 because «effective use of traffic management and information services has already reduced pollutant emissions, fuel consumption and journey time»64.

Finally, “Government online” highlights that it is necessary to «make public information more easily accessible by extending and simplifying Internet access» because «all European citizens and businesses have an interest in better and easier access to public sector information. One way to achieve this is by making better use of the Internet. Better public information online would make the Internet more relevant to daily lives and so boost the number of Internet users and thereby have spill-over benefits of wider participation in the Information Society»65.

3. The 2000s: Different plans for information society

At the beginning of 2000, the European Commission issued other Communications that analyzed the progress made for the affirmation of the information society, while defining further steps to be taken.

In 2001, the Communication entitled “eEurope 2002: Impact and Priorities”66 reported that «nearly one third of EU homes are now connected to the Internet and nearly two thirds of Europeans now have a mobile phone. Almost half of workers use computers in their jobs. Electronic commerce between companies is growing and forcing companies to restructure their businesses», but «to realise the potential of the new economy, there is a need for structural reform»67, precisely because the Internet represents a large reality that has an influence on all the different sectors of the economy.

The Communication reports a series of interesting data on the diffusion of the Internet, emphasizing that «internet penetration at home is showing encouraging levels of growth. In the half year between March and October 2000 penetration rates at home increased from an average of 18% to 28%. Although there are continuing differences between the Member States, those with the lowest Internet penetration have experienced the fastest growth. Many people in Europe access the Internet in non-domestic environments, particularly in work, at school or in college. When these are included, the overall total of Internet users in the EU comprises about 40% of the population»68.

Internet access costs improved as well, «the OECD has estimated that between March and September costs for 20 hours a month at off-peak times (representative of private household use) reduced by an average of 8.6% in the EU. For 40 hours at peak rates (the more relevant costs for business), prices have fallen by 23.0% in six months. Nevertheless crucial differences in costs remain between Member States, which are broadly correlated with penetration rates»69. Internet access has increased in schools; in February 2001, it was calculated that «on average, for educational purposes, 94% of European schools were equipped with computers and 79% connected to the Internet»70. Meanwhile, «5.6% of workers use telework, although significant differences exist between Member States. Denmark is well ahead of all others with 17.6% of workers teleworking regularly or occasionally»71.

With reference to electronic commerce in Europe, less than 5% of users buy products or services on the web, although businesses are active in electronic commerce, especially with reference to business-to-business e-commerce.

The analyses focus on measuring the impact of technologies on markets and employment, while the impact on society appears difficult to measure. In general, «new technologies require a learning process before they are well used. However, it is not just a question of learning how to use new technologies, it is also a question of adapting old habits and practices. Investment in digital technologies will only show its full potential for efficiency gains if the institutions, concepts and operating practices of the old economy are adapted to make full use of these possibilities»72.

The Communication identifies eight priorities requiring intervention: first, the “New framework for electronic communication services” because «the ongoing liberalisation of the telecommunications market is the EU’s main tool to create the essential infrastructures for a dynamic new economy, providing new services and lower prices for the end-users»73; second, the “High speed infrastructure” that requires a favorable regulatory framework for private operators to create a competitive environment. Third, “eLearning and eWorking skills” to focus on insufficient IT and telematic literacy in schools and employment so as to consider urgent interventions for «the training of teachers; the adaptation of school curricula to fully exploit the potential of the Internet for education and innovative pedagogical methods; the assurance of access to high quality multimedia resources through broadband connections»74.

Fourth, “e-commerce” and analyzing how the legislative framework for electronic commerce is a central for the sector’s development increase in consumer confidence, which highlights «the cross-border dimension of the Internet brings into play a series of important issues in the field of jurisdiction and applicable law at global level. However more action is needed in non-regulatory areas. The rapid development of online dispute settlement systems and codes of conduct for e-commerce in the EU and at global level is a matter of urgency to increase consumer confidence and business predictability»75.

Fifth is “e-Inclusion” i.e., the importance that «disadvantaged people are not left behind. The emerging risks of digital divide underline the urgency of preventive actions for specific target groups mobilising both public and private actors»76.

Sixth is “e-Government”, emphasizing that the «EU institutions and national public administrations should make every effort to use information technology to develop efficient services for European citizens and business»77. Seventh is “Secure networks” i.e., initiatives to prevent the danger of network sabotage. Finally, “Mobile Communications”, which has seen «large growth rates in the European population. Overall penetration rates are now over 60% in the Union. These high rates should help to give Europe a strong lead in mobile Internet when the 3rd generation (3G) networks are rolled out. However, preparation for 3G has been hampered by the high cost of licences in some Member States which has coincided with uncertainty in the high tech stock market»78.

The European Commission underlines that «there is a further need to stimulate the use of the Internet and to foster structural reform in order to reap the full benefits of the new economy»79.

As analyzed, «in the last decade, a more complex and holistic way of looking at ICT, and at their potential contribution to economic and social life, has progressively emerged» through «a more complex and multidimensional view on the relevant dimensions and mechanisms governing the relationship between ICT and the economy. In this enlarged perspective, the relationship between ICT and the economy becomes less strictly technological in nature, less linear and deterministic, and mediated by a variety of contextual (economic, social and cultural) factors affecting the ways, and the extent to which, the new opportunities offered by ICT can be actually appropriated and exploited by individuals, organizations, economies and societies at large»80.

Subsequently, on May 28, 2002, the European Commission issued Communication n. 263 entitled “eEurope 2005: an information society for all” aiming to «provide a favourable environment for private investment and for the creation of new jobs, to boost productivity, to modernise public services, and to give everyone the opportunity to participate in the global information society. eEurope 2005 therefore aims to stimulate secure services, applications and content based on a widely available broadband infrastructure»81.

Following the previous plan, it is highlighted that «the information society has much untapped potential to improve productivity and the quality of life. This potential is growing due to the technological developments of broadband and multi-platform access, i.e. the possibility to connect to the Internet via other means than the PC, such as digital TV and 3G. These developments are opening up significant economic and social opportunities»82; to create a knowledge economy, «eEurope 2002 focused on extending Internet connectivity in Europe. In order to generate growth, connectivity needs to be translated into economic activities»83.

To develop these new opportunities, a virtuous public-private mechanism is needed, presupposing a favorable legal framework for investments and measures that favor an increase in demand from private individuals to support the necessary investments. Indeed, «eEurope 2005 applies a number of measures to address both sides of the equation simultaneously. On the demand side, actions on e-government, e-health, e-learning and e-business are designed to foster the development of new services. In addition to providing both better and cheaper services to citizens, public authorities can use their purchasing power to aggregate demand and provide a crucial pull for new networks. On the supply side, actions on broadband and security should advance the roll-out of infrastructure»84.

Specifically, «the eEurope action plan is based on two groups of actions which reinforce each other. On the one hand, it aims to stimulate services, applications and content, covering both online public services and e-business; on the other hand, it addresses the underlying broadband infrastructure and security matters»85.

This action plan «comprises four separate but interlinked tools. Firstly, policy measures to review and adapt legislation at national and European level; to ensure legislation does not unnecessarily hamper new services; to strengthen competition and interoperability; to improve access to a variety of networks; and, to demonstrate political leadership». Secondly, the plan «will facilitate the exchange of experience, of good practices and demonstration projects, but also of sharing the lessons from failures; thirdly, policy measures will be monitored and better focussed by benchmarking of the progress made in achieving the objectives and of the policies in support of the objectives»86. Finally, the plan aims to generate synergies between the various proposed actions.

The 2005 Communication “i2010 - A European Information Society for growth and employment” stresses that the «European Council called knowledge and innovation the engines of sustainable growth and stated that it is essential to build a fully inclusive information society, based on the widespread use of information and communication technologies (ICT) in public services, SMEs and households»87.

Data provided by the European Commission in 2005 report that «a quarter of EU GDP growth and 40% of productivity growth are due to ICT»88, in fact «the digital convergence of information society and media services, networks and devices is finally becoming an everyday reality: ICT will become smarter, smaller, safer, faster, always connected and easier to use, with content moving to three-dimensional multimedia formats»89.

Proactive policies are needed «to respond to the fundamental changes in technology. Digital convergence requires policy convergence and a willingness to adapt regulatory frameworks where needed so they are consistent with the emerging digital economy»90.

In consideration of this, i2010 outlines «broad policy orientations. It promotes an open and competitive digital economy and emphasises ICT as a driver of inclusion and quality of life»91: the i2010 proposes three priorities: «i) the completion of a Single European Information Space which promotes an open and competitive internal market for information society and media; ii) strengthening Innovation and Investment in ICT research to promote growth and more and better jobs; iii) achieving an Inclusive European Information Society that promotes growth and jobs in a manner that is consistent with sustainable development and that prioritises better public services and quality of life»92.

The definition of the “Single European Information Space” sets four challenges: «speed: faster broadband in Europe services to deliver rich content such as high definition video; rich content: increased legal and economic certainty to encourage new services and on-line content; interoperability: enhancing devices and platforms that “talk to one another” and services that are portable from platform to platform; security: making internet safer from fraudsters, harmful content and technology failures to increase trust amongst investors and consumers»93. The goal is to offer «affordable and secure high bandwidth communications, rich and diverse content and digital services»94.

Regarding “Innovation and Investment in ICT”, the «ICT sector is a major contributor to the economy, while the adoption and skillful application of ICT is one of the largest contributors to productivity and growth throughout the economy, leading to business innovation in key sectors»95. For ICTs to continue to be a source of employment and growth, substantial investments are necessary in research and innovation considering that Europe currently invests less in these aspects than the United States and Japan.

Additionally, investments in research and innovation must be accompanied by greater diffusion of ICT, «the benefits of ICT come from embedding them into products and services and the adoption of new business models, organisational change and skills. Businesses are getting productivity gains from ICT but still face a lack of interoperability, reliability and security; difficulties to reorganise and integrate ICT into the workplace and high cost of support. SMEs in particular have difficulties to adopt ICT»96.

The growing use of ICT will give life to a “new era of ‘e-business solutions’” based «on integrated ICT solutions, secure web-services and “collaboration tools” to raise worker productivity. New developments indicate that the business use of ICT will increase in the next years. It is also essential to adapt the working environment through efficient use of ICT in the workplace and for a flexible organisation of safe and high-quality work»97.

Finally, “Inclusive European Information Society” analyzes how the development of ICT grows with its usage. The i2010 strategy aims at «making sure that ICT benefit all citizens; making public services better, more cost effective and more accessible; and improving quality of life»98. The Communication finds that although the diffusion of ICTs has significantly increased, over half of the population either does not have access to them or does not take full advantage of the access; thus, «making ICT products and services more accessible, including in regions lagging behind, is an economic, social, ethical and political imperative. In i2010, strong emphasis is given to full participation and to providing people with basic digital competence»99. This aids the improvement of the quality of life for citizens, for example, improving citizens’ health services, further, «ICT can help to make transport safer, cleaner and more energy efficient»100.

The aim is an «Information Society that is inclusive, provides high quality public services and promotes quality of life»101.

The strategy thus outlined requires actions by the European institutions, in particular by the European Commission, through legislative proposals aimed at updating regulatory frameworks, and the Member States who must create internal national programs that consider the information society a priority.

4. The European Commission Communications of 2010: “A strategy for smart, sustainable and inclusive growth” and “A Digital Agenda for Europe”

The role that digitization would play in Europe’s future is further analyzed in the Communication of the European Commission of March 3, 2010, entitled “A strategy for smart, sustainable and inclusive growth”102, which focuses on the evolution prospects of the Union toward 2020 by defining the following targets: «75% of the population aged 20-64 should be employed. 3% of the EU’s GDP should be invested in R&D. The “20/20/20” climate/energy targets should be met (including an increase to 30% of emissions reduction if the conditions are right). The share of early school leavers should be under 10% and at least 40% of the younger generation should have a tertiary degree. 20 million less people should be at risk of poverty»103. The Communication additionally defines three priorities for the growth of Europe for 2030, “mutually reinforcing priorities”, they are: «Smart growth: developing an economy based on knowledge and innovation. Sustainable growth: promoting a more resource efficient, greener and more competitive economy. Inclusive growth: fostering a high-employment economy delivering social and territorial cohesion»104.

To achieve these objectives, the Commission defines “seven flagship initiatives to catalyse progress” under each priority theme: “Innovation Union” aims «to improve framework conditions and access to finance for research and innovation so as to ensure that innovative ideas can be turned into products and services that create growth and jobs»105; “Youth on the move” aims «to enhance the performance of education systems and to facilitate the entry of young people to the labour market»106; “A digital agenda for Europe” aims «to speed up the roll-out of high-speed internet and reap the benefits of a digital single market for households and firms»107; “Resource efficient Europe” aims «to help decouple economic growth from the use of resources, support the shift towards a low carbon economy, increase the use of renewable energy»108; “An industrial policy for the globalisation era” aims «to improve the business environment, notably for SMEs, and to support the development of a strong and sustainable industrial base able to compete globally»109; “An agenda for new skills and jobs” aims «to modernise labour markets and empower people by developing their of skills throughout the lifecycle with a view to increase labour participation and better match labour supply and demand, including through labour mobility»110; and “European platform against poverty” aims «to ensure social and territorial cohesion such that the benefits of growth and jobs are widely shared and people experiencing poverty and social exclusion are enabled to live in dignity and take an active part in society»111.

These objectives are ambitious, but result from the impact of the economic-financial crisis on the economic growth of the Union112, in fact, the Commission clarifies that «as an immediate priority, the Commission charts what needs to be done to define a credible exit strategy, to pursue the reform of the financial system, to ensure budgetary consolidation for long-term growth, and to strengthen coordination within the Economic and Monetary Union. Stronger economic governance will be required to deliver results. Europe 2020 will rely on two pillars: the thematic approach outlined above, combining priorities and headline targets; and country reporting, helping Member States to develop their strategies to return to sustainable growth and public finances»113.

The Commission wants to mark the path for entry “into a new economy”114, that is able to «for our own and future generations to continue to enjoy a high-quality of healthy life, underpinned by Europe’s unique social models»115.

The seven flagship initiatives define a framework for the growth of the Union. For our study the most interesting is “A Digital Agenda for Europe”, which aims to «deliver sustainable economic and social benefits from a Digital Single Market based on fast and ultra fast internet and interoperable applications, with broadband access for all by 2013, access for all to much higher internet speeds (30 Mbps or above) by 2020, and 50% or more of European households subscribing to internet connections above 100 Mbps»116.

Considering this general goal at the European level, the Commission will work «to provide a stable legal framework that stimulate investments in an open and competitive high-speed internet infrastructure and in related services; to develop an efficient spectrum policy; to facilitate the use of the EU’s structural funds in pursuit of this agenda; to create a true single market for online content and services (i.e. borderless and safe EU web services and digital content markets, with high levels of trust and confidence, a balanced regulatory framework with clear rights regimes, the fostering of multi-territorial licences, adequate protection and remuneration for rights holders and active support for the digitisation of Europe’s rich cultural heritage, and to shape the global governance of the internet; to reform the research and innovation funds and increase support in the field of ICTs so as to reinforce Europe’s technology strength in key strategic fields and create the conditions for high growth SMEs to lead emerging markets and to stimulate ICT innovation across all business sectors; to promote internet access and take-up by all European citizens, especially through actions in support of digital literacy and accessibility»117. Simultaneously, all Member States need «to draw up operational high-speed internet strategies, and target public funding, including structural funds, on areas not fully served by private investments; to establish a legal framework for co-ordinating public works to reduce costs of network rollout; to promote deployment and usage of modern accessible online services (e.g. e-government, online health, smart home, digital skills, security)»118.

The general objectives described in the initiative are explained in more detail in another Communication entitled “A Digital Agenda for Europe”119 of May 19, 2010, which discusses how ICTs and the Internet are acquiring an increasingly central role120 in socioeconomic activities.

However, being able to derive “sustainable economic and social benefits”121 from the diffusion of the Internet and Digital Single Market requires the intervention of the Union in favor of citizens and businesses «through a well-functioning virtuous cycle of activity. Attractive content and services need to be made available in an interoperable and borderless internet environment. This stimulates demand for higher speeds and capacity, which in turn creates the business case for investments in faster networks. The deployment and take-up of faster networks in turn opens the way for innovative services exploiting higher speeds»122. This flow of activity «can be largely self-reinforcing. It requires a business environment that fosters investments and entrepreneurship»123.

The Digital Agenda for Europe emphasizes that in Europe there are «a patchwork of national online markets, and Europeans are prevented by solvable problems from enjoying the benefits of a digital single market»124; considering this fragmentation, the legislative intervention is oriented toward defining a new regulatory framework.

The Digital Agenda defines seven problem areas: fragmented digital markets; lack of interoperability; rising cybercrime and risk of low trust in networks; lack of investment in networks; insufficient research and innovation efforts; lack of digital literacy and skills; and missed opportunities in addressing societal challenges. Thus, the agenda «frames its key actions around the need to systematically tackle these seven problem areas, which as a horizontal initiative spans, the three growth dimensions set out in Europe 2020»125.

Each problem area is analyzed in detail and actions are proposed, which commit the European Commission in the future, for example, in the area called “a vibrant digital single market”; the Commission identifies that first «the creation of attractive online content and services and its free circulation inside the EU and across its borders are fundamental to stimulate the virtuous cycle of demand. However, persistent fragmentation is stifling Europe’s competitiveness in the digital economy. It is therefore not surprising that the EU is falling behind in markets such as media services, both in terms of what consumers can access, and in terms of business models that can create jobs in Europe»126; second, «despite the body of key single market legislation on eCommerce, e-Invoicing and eSignatures, transactions in the digital environment are still too complex, with inconsistent implementation of the rules across Member States»127; and third, consumers and businesses are faced with «considerable uncertainty about their rights and legal protection when doing business on line. Fourth, Europe is far from having a single market for telecom services»128.

This determines the need to rethink the traditionally understood single market, which is declining in the internet era.

To support and implement this single market, a series of actions are needed in different areas, namely: “opening up access to content” i.e., facilitating access for content users while maintaining a high trust level among rights holders so as to create a virtuous demand-supply circle for companies129; “making online and cross border transactions straightforward” i.e. European consumers «are still not getting the gains of price and choice that the single market should offer because online transactions are too complicated. Fragmentation also limits demand for cross-border eCommerce transactions»130, this highlights «the urgency of tackling the regulatory barriers holding back European businesses from trading cross-border»131: only in an integrated payment market, «will it be possible for enterprises and consumers to rely on safe and efficient payment methods»132; “building digital confidence” means ensuring that users are aware of their digital rights and that «users must be able to find simple, codified explanations of their rights and obligations, set out in a transparent and understandable way»133; in fact, lack of trust in the online environment hinders its development. “Reinforcing the single market for telecommunications services” means the commission’s priority «will be the swift and consistent implementation of the amended regulatory framework, together with greater co-ordination of spectrum use and, where necessary, harmonisation of spectrum bands, to create economies of scale in equipment and service markets. Since the single market demands that similar regulatory issues be given correspondingly similar treatment the Commission will prioritise the provision of guidance on key regulatory concepts under the electronic communications rules»134.

The overall scheme of the legislative interventions foreseen in the seven areas is presented in Annex 1 of the Communication and involves a complex and articulated context of legislative proposals.

What emerges from the overall analysis of the agenda is the need for market-, business-, and consumer-oriented actions because only a broad intervention can produce effective and efficient results.
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2. Affirmation of the Digital Single Market and related regulatory frameworks

SUMMARY: 1. Digital Single Market Strategy for Europe – 2. Digital divide and e-Inclusion: challenges for digital participation – 3. Public regulation of connectivity and 5G as a key asset for Europe’s growth – 4. The role of Digital Platforms and the affirmation of the Data Economy.

1. Digital Single Market Strategy for Europe

The regulatory evolution that characterizes the current information society has more recently come to drive a more detailed definition of the Digital Single Market. An analysis of the new prospects for regulating the Digital Single Market at the European level must fully account for of the communication from the Commission, May 6, 2015, “A Digital Single Market Strategy for Europe”1, which focuses on «a key part of the EU’s strategy to prepare itself for the future and to continue to deliver high living standards for its population»2.

Prior to the strategy definition, in 2012, the European Economic and Social Committee issued an opinion on “The digital market as a driver for growth”, stressing that «the market for the market’s sake is not an end in itself. ICTs must be a means to serve the economy and must not threaten our economic, social, human, and cultural gains»3. In 2014, a European Commission communication, “An Investment Plan for Europe”4 highlighted the urgency of funding following the economic and financial crisis and identified the need to implement actions related to the needs of the Digital Single Market.

The European Union stressed that «what we need is confidence in the overall economic environment; predictability and clarity in policy-making and the regulatory framework; effective use of scarce public resources; trust in the economic potential of investment projects under development; and sufficient risk-bearing capacity to encourage project promoters, unlock investment and entice private investors»5; hence, these problems require actions by public authorities at all levels of government as only highly coordinated deliberate actions can provide a thriving Digital Single Market.

In this sense, both traditional and digital markets are fundamental and should be exploited to the fullest extent so that they can become «a launch pad for companies»6, and Europe needs «to develop a truly connected Digital Single Market, including through swift and ambitious legislative steps in the areas of data protection, telecoms regulation and by modernising and simplifying copyright and consumer rules for online and digital purchases»7.

The Digital Single Market should deliver «trust and security in online transactions, interoperability of different technological solutions and access to digital resources and infrastructures»8.

Simultaneously, consumers should be given «unhindered access to online content and services across Europe without discrimination based on their nationality or their place of residence»9. In 2014, the Commission defined the Digital Economy and Social Index (DESI), comprising factors of connectivity, human capital/digital skills, use of internet by citizens, integration of digital technology by businesses, and digital public services10.

In 2022 the DESI showed that «while most of the Member States are making progress in their digital transformation, the adoption of key digital technologies by businesses, such as artificial intelligence and Big Data remains low, also among the EU frontrunners», but low levels of digital skills may hamper future growth prospects and «deepen the digital divide and increase risks of digital exclusion as more services, including essential ones, are shifted online»11. For these reasons, «efforts need to be stepped up to ensure the full deployment of ubiquitous connectivity infrastructure (notably 5G) that is required for highly innovative services and applications. Finland, Denmark, the Netherlands and Sweden continue to be the EU frontrunners. However, the European Semester 2022 cycle identified that digital challenges remain also for most of the frontrunners»12.

The other Member States «are advancing and there is an overall upward convergence trend in the EU. This means that the EU as a whole continues to improve its level of digitalization, and in particular those Member States that started from lower levels are gradually catching up, by growing at a faster rate»13.

The Communication specifically dedicated to the Digital Single Market starts from the consideration that «the global economy is rapidly becoming digital. Information and Communications Technology (ICT) is no longer a specific sector but the foundation of all modern innovative economic systems»14. The ICTs «are transforming the lives we lead, the way we work – as individuals, in business, and in our communities as they become more integrated across all sectors of our economy and society»15.

It is evident that «Europe has the capabilities to lead in the global digital economy but we are currently not making the most of them. Fragmentation and barriers that do not exist in the physical Single Market are holding the EU back. Bringing down these barriers within Europe could contribute an additional EUR 415 billion to European GDP»16.

The digital economy can «expand markets and foster better services at better prices, offer more choice and create new sources of employment»17: in the Digital Single Market, there may be new business models that stand beside traditional ones.

The global scope available to the Digital Single Market presupposes that the reference regulatory framework is defined at the European level. Therefore, the central element of strategy reflects the definition of the Digital Single Market, «a Digital Single Market is one in which the free movement of goods, persons, services and capital is ensured and where individuals and businesses can seamlessly access and exercise online activities under conditions of fair competition, and a high level of consumer and personal data protection, irrespective of their nationality or place of residence»18.

This definition absorbs the meaning of “internal market” from Article 26.2 of the Treaty on the Functioning of the European Union, which establishes that «the internal market shall comprise an area without internal frontiers in which the free movement of goods, persons, services and capital is ensured in accordance with the provisions of the Treaties».

Accordingly, in the Digital Single Market, there will be new and different realities that will require specific public regulations, and a market will be created in which it will also be necessary to regulate the relations between the various players.

The Digital Single Market Strategy identifies three pillars. First, there is «Better access for consumers and businesses to online goods and services across Europe – this requires the rapid removal of key differences between the online and offline worlds to break down barriers to cross-border online activity». Second, there is «Creating the right conditions for digital networks and services to flourish – this requires high-speed, secure and trustworthy infrastructures and content services, supported by the right regulatory conditions for innovation, investment, fair competition and a level playing field». Third, there is “Maximizing the growth potential of our European Digital Economy – this requires investment in ICT infrastructures and technologies such as cloud computing and Big Data, and research and innovation to boost industrial competitiveness as well as better public services, inclusiveness and skills»19.

More specifically, referencing the first pillar, “Better access for consumers and businesses to online goods and services across Europe”, action is needed «to break down barriers to cross-border online activity including differences in contract and copyright law between Member States and reducing VAT related burden. Part of building consumer trust in cross-border online sales requires affordable and high quality cross-border parcel delivery services, which do not exist today. The Strategy is also about defining an appropriate ecommerce framework and preventing unfair discrimination against consumers and businesses when they try to access content or buy goods and services online within the EU. Discrimination can come in the form of nationality, residence or geographical location restrictions which run counter to the basic principles of the EU»20.

Starting from this general consideration, the following are necessary: “Cross-border e-commerce rules that consumers and business can trust”21 because the presence of different, unclear, and complex rules among the various Member States can discourage consumers and businesses. “Affordable high-quality cross-border parcel delivery”22 can build consumer trust in cross-border online sales while “preventing unjustified geo-blocking”23 because, through them, enterprises «segment markets along national borders (territorial restrictions). By limiting consumer opportunities and choice, geo-blocking is a significant cause of consumer dissatisfaction and of fragmentation of the Internal Market»24. Thus, it is “Better access to digital content - A modern, more European copyright framework”25. Therefore, «Europe needs a more harmonised copyright regime which provides incentives to create and invest while allowing transmission and consumption of content across borders, building on our rich cultural diversity»26.

Moreover, «reducing VAT related burdens and obstacles when selling across borders»27 is necessary so that it will be easier for enterprises to fulfill this obligation.

The second pillar states “Creating the right conditions and a level playing field for advances digital networks and innovative services”. Thus, it emerges that a strong, competitive, and dynamic telecommunications sector is needed so that we receive «reliable, trustworthy, high-speed, affordable networks and services that safeguard consumers’ fundamental rights to privacy and personal data protection while also encouraging innovation»28.

This requires “Making the telecoms rules fit for purpose” to ensure effective accessibility through a telecommunications regulatory framework. “A media framework for the 21st century”, which refers to the audio-visual landscape, «is affected by rapid technological changes and by the development of new business models for content distribution. Viewers access audio-visual content via the Internet in an increasing variety of ways, and portable devices (such as smart phones) are changing viewing patterns»29. “A fit for purpose regulatory environment for platforms and intermediaries” is also needed because platforms play a central role in allowing consumers to find information and businesses to exploit the advantages of the Digital Single Market. Furthermore, «reinforcing trust and security in digital services and in the handling of personal data»30 is assumed, especially in reference to cyber threats and crimes, because «they often result in disruption of services, fundamental rights violations and undermine citizens’ trust in online activities»31.

The third pillar is focuses on “maximizing the growth potential of the digital economy”. In the future, the economy will depend on «integrating digital infrastructure, hardware and software, applications and data», and the digitization of all sectors «will be needed if the EU is to maintain its competitiveness, keep a strong industrial base and manage the transition to a smart industrial and services economy»32.

For this, the European Union «needs a range of measures to ensure European industries are at the forefront of developing and exploiting ICT, automation, sustainable manufacturing and processing technologies to serve the markets of the future. A digital economy can also make society more inclusive. Citizens and businesses are not currently getting the full benefits from digital services (from e-government, e-health, e-energy to e-transport) that should be available seamlessly across the EU»33.

Areas of particular interest include “Building a Data Economy”, although currently, «fragmented market does not provide sufficient scale for cloud computing, Big Data, data-driven science and the Internet of Things to reach their full potential in Europe»34. Thus, “Boosting competitiveness through interoperability and standardization” via interoperability is essential to ensuring effective communications between the various digital components. Notably, an increase in interoperability depends on standardization, and, for this reason, «the Commission will launch an integrated standardization plan to identify and define key priorities for standardization with a focus on the technologies and domains that are deemed to be critical to the Digital Single Market, including essential sectoral interoperability and standards»35.

“An inclusive e-society” requires an inclusive Digital Single Market in which «citizens and businesses have the necessary skills and can benefit from interlinked and multi-lingual eservices, from e-government, e-justice, e-health, e-energy or e-transport»36.

In summary, the Digital Single Market Strategy affirms the objective of «transforming European society and ensuring that it can face the future with confidence»37. The goal of the European Union is to direct the action of the Member States toward a context in which society and businesses can reap the benefits of digitization while minimizing risks.

The “Mid-Term Review on the Implementation of the Digital Single Market Strategy. A Connected Digital Single Market for All”38 emphasized that many proposals were put forward by the Commission in 2015. However, now, «it is critical for all parties to ensure that the measures are adopted, fully implemented and effectively enforced in a timeframe that is coherent with the fast development of a digital economy»39. To this end, «the Commission will bring to bear the full range of policy instruments and funding opportunities to help make this happen, but the full support of Member States, the European Parliament, the Council and stakeholders is essential; otherwise the Digital Single Market will simply not become a reality»40.

Therefore, issuing legislative acts specifically connected to the development of the Digital Single Market is central as any delays will have impact citizens and businesses in terms of their protections and obligations. It must also be considered that digital technologies are rapidly evolving, which gives rise to new legislative challenges that require continuous changes or adjustments to the regulatory framework41.

The meaning of joint governmental action at all levels represents a central theme of the mid-term review, which, for example, refers to internet connectivity for all and underlines how Member States must continue to coordinate policies while implementing the EU’s economic commitments through a series of funding efforts (i.e., the European Structural and Investment Fund, European Fund for Strategic Investments, the Connecting Europe Facility, and Connecting Europe Broadband Fund)42.

The need to define a new regulatory environment for the Digital Single Market was also underlined in 2016 by the European Parliament in its resolution entitled “Towards a Digital Single Market Act”. This resolution called upon the Commission to integrate the Digital Single Market Strategy, arguing that «better regulation requires taking an approach to legislation that is digital by default, principle-based, and technologically neutral; in order to provide room for innovation, it requires an assessment of whether existing legislation, complementary non-regulatory actions and enforcement frameworks, following necessary consultations and impact assessments, are fit for purpose in the digital age, in light of new technologies and new business models, with the aim of overcoming legal fragmentation of the single market, reducing administrative burden, and boosting growth and innovation»43. Furthermore, we must consider that «the trust of citizens and businesses in the digital environment is vital to fully unlocking innovation and growth in the digital economy»44.

Scholars have noted that European institutions and Member-State governments have to redouble their efforts in the next years to create better and larger space for the digital economy to grow. Even if there is a great deal of variation between the performances of different EU economies»45.

These delays have a significant impact on the economy and may reduce the benefits offered by digitalization to society and enterprises. Additionally, regulating the Digital Single Market requires European Union institutions to reflect deeply on the impacts, pros, and cons of this public regulation.

2. Digital divide and e-Inclusion: challenges for digital participation

The full development of the Digital Single Market requires preparation by the EU via suitable regulatory frameworks capable of influencing the diffusion of digital technologies, which are essential for enterprises and citizens as they seek to fully seize the opportunities and exploit the advantages inherent to the Digital Single Market.

Since the 2000s, the role of Information and Communication Technologies (ICTs) has been a central element in the Digital Single Market affirmation process. However, today, «the presence of an ICT infrastructure and the mere accessibility to ICT facilities, are only a necessary pre-condition for moving towards a digitalized society and that the “level” and the “quality” in the use of these technologies, as well as the conditions facilitating or hampering “digital empowerment”, are likely to play a much more important role»46.

The impact of ICTs is transversal and supranational, although the global context «is to a high degree driven by technological progress. But whereas the economies of developed countries are experiencing a fundamental transformation towards the information society based on the international exchanges in knowledge, research and information, developing countries are facing an increasing digital divide. Unless the opportunities flowing from these new technologies are seized, this implies the risk of a new form of marginalisation as access to global networks and advanced services become necessary elements of integration into the world economy»47.

The problem of internet access and the consequent digital divide was analyzed in a Commission staff working document, “A Digital Single Market Strategy for Europe - Analysis and Evidence”48, which indicated that «a particular problem is identified in the rural areas of the large majority of Member States (the so-called “digital divide”), where broadband high-speed access is available only in less than 20% of those areas, compared to 62% on a nationwide basis. This is explained by the fact that the market often does not deliver high-speed broadband in rural areas, as demand may be too small to ensure profitability and deployment costs are in some respects higher than in urban centres»49.

However, a fully functioning Digital Single Market «needs to rely on efficient ICT, including broadband infrastructure, to support digital growth and uptake in SMEs, e-society and the development and roll-out of ICT-based innovation. Given the large investments needed to roll out and upgrade the current connections to the next generation of digital networks – often based on fibre technology – there is a serious risk that market failure will rapidly increase the so-called digital divide across Europe»50.

The problem of the existence of the digital divide among people with internet access and those without is central, as it will significantly impact citizens and businesses regarding the full affirmation of rights under the digital context and on the full development of businesses. This situation should be framed in terms of the multiple services currently being offered by the public administration of governments using digital technologies.

At the international level, the first World Summit on the Information Society was held in Geneva on December 10-12, 2003. The group agreed that «we use the term “digital divide” to refer to the gap between those who can effectively use new information and communication tools, such as the internet, and those who cannot»51.

Historically, digital-divide research focused on the issue of access; however, now «digital divide research applies multifaceted conceptualizations, spanning motivation, material access, skills, use, and outcomes. In general, digital skills are considered the primary requirement for conducting capital-enhancing activities online, for obtaining positive outcomes from Internet use, and for the entire process of access and information inequality; consequently, they are deeply entwined with the notion of the digital divide»52. It is evident that digital equality is necessary to avoid new forms of social discrimination.

There are many factors connected to the digital divide, including the lack of an adequate infrastructure to reduce the gap between those who have access and those who do not and the efficacy of using ITCs to gain access. For this reason, a particular focus has been placed on the digital literacy of citizens and enterprises. Regarding this issue, «the researchers appreciate that there are several stages of it. The first is the access to the Internet, the second by the ability to use it and the third, is to achieve tangible results using this technology. For those interested, it is important to understand the steps involved because it should be noted that the digital divide continues to deepen even after the first step. Even when access to the Internet is guaranteed, there are material differences between people (in terms of devices, software programs, etc.), the dominance of English at the international level further exacerbating the digital divide, as most content on the web is written in this language»53.

The most recent phase of ICT development concerns the internet-of-things, which includes «everyday devices implemented with microprocessors and sensors beyond the rectangular confines of personal computers, laptops, tablets, and smartphones. The technology has been finding wide applicability and is expected to deliver great benefits to its users»54.

Although the widespread presence of these technologies in society is recognized, «inequality continues to rise on account of skills and usage opportunities. In the contemporary literature on the digital divide, inequality of Internet skills is acknowledged as a key dimension, affecting types of engagement and social outcomes of Internet use, or digital citizenship. While there is evidence regarding the benefits of Internet use for economic opportunity, civic engagement, and political participation, these gains are not equal across all Internet users»55.

The central point now reflects that the «digital divide threatens the process of e-inclusion. It refers to the implementation of policies so that all inhabitants of a country can participate in the information society through easy access to technology and the use of ICT tools and services, as well as the ability and skills of all people to use these tools»56.

“E-inclusion” was proposed by the eEurope Advisory Group in their 2005 report, “E-Inclusion: New Challenges and Policy Recommendations”. E-Inclusion «refers to the effective participation of individuals and communities in all dimensions of the knowledge-based society and economy through their access to ICT, made possible by the removal of access and accessibility barriers, and effectively enabled by the willingness and ability to reap social benefits from such access»57. Furthermore, «e-Inclusion refers to the degree to which ICT contribute to equalising and promoting participation in society at all levels (i.e. social relationships, work, culture, political participation, etc.)»58.

It follows that «the digital divide measures the gap between those who are empowered to substantially participate in an information and knowledge-based society and economy, and those who are not»59. Thus, it is evident that e-inclusion and the digital divide are opposite but parallel concepts in reference to digital participation.

The question then becomes «what will happen to the population that cannot integrate into a society in which access to information technology ensures an increase in the standard of living? The persistence of growing differences in the quality of data infrastructure between urban and rural areas links the issue of connectivity to the issue of digital inclusion. General policies in this area emphasize the paradox of rural communities, which are in great need of improved digital connectivity but are the weakest connected and virtually excluded from the information society. The adoption of personalized policies for these communities by governments would focus on a combined approach to the issues of connectivity and digital inclusion»60.

With reference to rural communities, the concept of “lonely places” has recently been introduced as a «multidisciplinary and multi-scalar concept, can refer to a plurality of places that present a certain vulnerability in terms of local endowment, accessibility, or connectivity. Lonely places can be found in remote and rural areas as well as cities. The concurrence and interactions among vulnerabilities can make one place more lonely than others»61.

It is evident that researchers have analyze the digital divide from multiple angles and «in differing choices of research objects (facets or social forces vs individual actions or propensities), primary determinants (social structure vs individual agency) and interpretations of stimuli (observable or objective measurements vs internal or subjective entities)»62. In this way, different results can be reached.

The accessibility and diffusion of broadband infrastructures are a characteristic of “lonely places”, but «there are several possibilities for improving the current disadvantaged conditions of rural and remote areas, exploiting the potential that connectivity and digitalization represent for education and training, cooperation and networking, access to services and markets, to make them more attractive to people and businesses. Access to broadband and data, and building digital skills are elements that might help to foster new business and economic activities in rural and remote areas. However, digitalization can be an opportunity only if its rollout is quick enough to enable rural businesses to remain competitive, especially in remote areas»63.

To improve the broadband infrastructure in rural areas, the Rural Development Policy «entrusts Broadband Competence Offices to support “Member States and to advise local and regional authorities on ways to develop broadband to deploy next-generation broadband networks (NGA)»64. At the same time, the Commission «also implemented an “Action Plan for Rural Broadband”, with concrete actions undertaken at Commission level, aiming to help Member States advance broadband rollout in rural and remote areas»65.

As mentioned in the Opinion of the European Economic and Social Committee, “A socially sustainable concept for raising living standards, boosting growth and employment, as well as citizens’ security in the digital era”66, new inequalities and social risks «in the digital era may in part be attributed to the phenomenon of digital exclusion, whereby some segments of the population may or may not possess the necessary IT skills and basic digital literacy to have access to information and services, some of them crucial»67. Moreover, «in the digital era it is essential to guarantee access to the internet, provide digital literacy training for anyone at risk of unemployment, and to provide the opportunity for them to exercise their rights and access the social services – particularly the fundamental ones»68.

At the global level, in 2016, the World Bank estimated that «the lives of the majority of the world’s people remain largely untouched by the digital revolution. Only around 15 percent can afford access to broadband internet. Mobile phones, reaching almost four-fifths of the world’s people, provide the main form of internet access in developing countries. But even then, nearly 2 billion people do not own a mobile phone, and nearly 60 percent of the world’s population has no access to the internet»69. Recently, the International Telecommunication Union, the United Nations specialized agency for ICTs, estimated that «in 2019, 4.1 billion people (or 54 per cent of the world’s population) were using the Internet. Since then the number of users has surged by 800 million to reach 4.9 billion people in 2021, or 63 per cent of the population. Nonetheless, this means that some 2.9 billion people remain offline, 96 per cent of whom live in developing countries. Those who remain unconnected face multiple barriers, including a lack of access: some 390 million people are not even covered by a mobile broadband signal70.

At the European level, recent statistical data show that «ICT has become widely available to the general public, both in terms of accessibility and cost. One border was crossed in 2007, when the majority (53%) of households in the EU had access to the internet. This share has continued to increase, exceeding three-quarters in 2012, four-fifths in 2014 and 90% in 2020. By 2022, the share of EU households with internet access had risen to 93»71.

The conclusions of the European Council of June, 2016, underlined the importance «to create the right conditions for stimulating new business opportunities by: − ensuring very high-capacity fixed and wireless broadband connectivity across Europe, which is a precondition for future competitiveness. The review of the telecoms regulatory framework should aim to incentivize major network investments while promoting effective competition and consumer rights; − better coordinating spectrum assignment modalities together with the timely release of the 700 MHz band so as to help ensure Europe’s leadership in the roll-out of 5G networks; − coordinating EU efforts on high-performance computing. In this context the European Council looks forward to the launch of an important project of common European interest in this field»72.

Uniform access to the digital market by citizens and enterprises is an issue widely addressed also by the European Commission, which, in 2016, stated that «consumers and businesses still face fragmentation of the electronic communications markets along the national borders and the current regulatory framework has not systematically favoured deployment by all market actors of very high-capacity networks»73, while it is essential «ensure widespread deployment and take-up of very high capacity networks, in rural as well as urban areas and across all of society»74.

The “Commission work programme 2023. A Union standing firm and united”75 underline the need «to make digital solutions accessible and available to all Europeans and ensure Europe becomes the leading force for an ethical, transparent and safe digital transformation»76.

Achieving the widest access and maximum diffusion requires large investments from both private and public institution «in Internet connectivity networks for digital progress» and «a stable regulatory framework in enabling all players to invest in all areas, including rural and remote ones»77.

The European Gigabit Society is intended to become «where availability and take-up of very high capacity networks enable the widespread use of products, services and applications in the Digital Single Market»78.

For this purpose, three strategic objectives were defined for 2025. The first is related to Europe’s growth and jobs via “Gigabit connectivity for places driving socio-economic developments”. The second addresses the competitiveness and seeks «5G coverage for all urban areas and all major terrestrial transport paths»; the third looking at Europe’s cohesion propose an «access for all European households to Internet connectivity offering at least 100 Mbps»79.

5G refers «to the next generation of network technologies offering prospects for new digital economic and business models»80. Therefore, prospectively, the fundamental role of connectivity must be clarified with supportive actions.

This prompted the European Commission to call for the reform of the regulatory framework through their Communication, “5G for Europe: An Action Plan”, September 14, 2016, which focuses on the role of 5G on the future of Europe81.

3. Public regulation of connectivity and 5G as a key asset for Europe’s growth

Over the years, connectivity has taken on new importance by considering only internet access but also high capacity network connectivity that supports the enormous amount of data and information present in the digital context.

By 2017, the European Parliament, in their resolution, “On internet connectivity for growth, competitiveness and cohesion: European gigabit society and 5G”82, they observed that «the future of European society and the European economy will strongly rely on 5G infrastructure, the impact of which will go far beyond existing wireless access networks, with the aim of providing high-quality and faster communication services which are affordable for all and available everywhere and at all times»83. For this reason, the Parliament welcomed «the Commission’s proposal to draw up a 5G Action Plan aimed at making the EU a world leader in the deployment of standardized 5G networks from 2020 to 2025 as part of a wider developed strategy for a European gigabit society which is technologically more competitive and inclusive; takes the view that in order to achieve this, adequate coordination among the Member States is crucial, so as to prevent the same kinds of delays in the rollout of 5G that were experienced with 4G, which have resulted in the fact that today 4G coverage stands at 86% and only 36% in rural areas»84.

The Parliament stressed that the future of 5G «is more than an evolution of mobile broadband and that it will be a key enabler of the future digital world as the next generation of ubiquitous ultra-high broadband infrastructure that will support the transformation of processes in all economic sectors (public sector, education, converged media content delivery, healthcare, research, energy, utilities, manufacturing, transportation, the automotive industry, audiovisual, virtual reality, online gaming and so forth) and provide affordable, agile, flexible, interactive, reliable and highly personalized services»85. Thus, they should improve the existence of enterprises and citizens.

Today, 5G technology represents the evolution «of radio technologies since the launch of analogue cellular systems in 1980s, termed as 1st Generation or simply 1G. Thereafter, digital wireless communication systems are consistently being evolved, one generation being advanced every decade. The Second Generation (2G) happened in 1990s, primarily using the GSM standard and using digital transmission instead of analogue transmission, which had the benefit of lower battery power consumption. SMS text messaging was introduced. The Third Generation (3G) came in 2000s, bring in high-speed IP data networking. Packet switching was used for data transmission as against circuit switching done earlier. This enabled media streaming of digital content to 3G handsets. Fourth Generation (4G) in 2010s saw the growth of mobile broadband, with improvements in speed up to tenfold over 3G and was an extension of 3G with higher bandwidth and services. Data transfer speed up to 100 Mbits/s downloads is possible in 4G Long Term Evolution»86.

In the 5G era, the European Commission, in their Communication, “5G for Europe: An Action Plan”87, stated that a «new generation of network technologies, known as 5G, opening prospects for new digital economic and business models»88.

The Action Plan reminds readers that «the Commission “strategy for the Digital Single Market (DSM strategy)” and the communication “Connectivity for a Competitive Digital Single Market: Towards a European Gigabit Society” underline the importance of very high capacity networks like 5G as a key asset for Europe to compete in the global market»89.

The affirmation of 5G appears to pose the opportunity to «support of new types of applications connecting devices and objects (the Internet of Things), and versatility by way of software virtualisation allowing innovative business models across multiple sectors (e.g. transport, health, manufacturing, logistics, energy, media and entertainment)»90.

The European Commission wants to coordinate the different national legal frameworks to counter fragmentation by defining a roadmap in support of «investment in 5G networks and to create new innovative ecosystems, thus enhancing European competitiveness and delivering concrete benefits to society»91.

The key elements identified include «align roadmaps and priorities for a coordinated 5G deployment across all EU Member States, targeting early network introduction by 2018, and moving towards commercial large scale introduction by the end of 2020 at the latest; Make provisional spectrum bands available for 5G ahead of the 2019 World Radio communication Conference (WRC-19), to be complemented by additional bands as quickly as possible, and work towards a recommended approach for the authorisation of the specific 5G spectrum bands above 6 GHz; Promote early deployment in major urban areas and along major transport paths; Promote pan-European multi-stakeholder trials as catalysts to turn technological innovation into full business solutions; Facilitate the implementation of an industry-led venture fund in support of 5G-based innovation; Unite leading actors in working towards the promotion of global standards»92.

Simultaneously, the European Commission issued a communication regarding «the promotion of Internet connectivity in local communities»93 because «one of the Commission’s strategic aims for the Union to be achieved by 2025 is for sites at which public services are provided, such as public administrations, libraries and hospitals to be equipped with Gigabit internet connections. Connecting these and other centres of community life, including outdoor spaces accessible to the general public, at speeds significantly above functional internet access, will enable citizens from all walks of life to experience the advantages of next generation connectivity while on the move, in places where being connected matters»94.

For this purpose, public incentives are envisioned through a financing mechanism that European institutions intend to distribute «in a geographically balanced manner that contributes to the economic, social and territorial cohesion in the Union by taking particular account of the needs of local communities»95.

The goal is to encourage the free offering of local wireless connectivity at the hubs of local public life and to ensure greater access to existing services «by stimulating the integration with existing public services, the intervention will promote citizens’ interest in high capacity internet services and thereby make a significant contribution to both the take-up of broadband services and to public infrastructure development»96.

This issue is at the heart of the recent regulation establishing the Connecting Europe Facility (Regulation (EU) 2021/1153, July 7, 2021), which specifies that «the Union needs up-to-date, multimodal, high-performance infrastructure in its transport, energy and digital sectors to help connect and integrate the Union and all its islands and regions, including its remote, outermost, peripheral, mountainous and sparsely populated ones. Those connections should help to improve the free movement of persons, goods, capital and services. The trans-European networks should facilitate cross-border connections, foster greater economic, social and territorial cohesion, and contribute to a more competitive and sustainable social market economy and to combating climate change»97.

The Connecting Europe Facility aims to «build, develop, modernise and complete the trans-European networks in the transport, energy and digital sectors and to facilitate cross-border cooperation in the field of renewable energy, taking into account the long-term decarbonisation commitments and the goals of increasing European competitiveness; smart, sustainable and inclusive growth; territorial, social and economic cohesion; and the access to and integration of the internal market, with an emphasis on facilitating the synergies among the transport, energy and digital sectors»98.

In particular, the specific objectives of the Connecting Europe Facility in the digital sector aims «to contribute to the development of projects of common interest relating to the deployment of and access to safe and secure very high capacity networks, including 5G systems, and to the increased resilience and capacity of digital backbone networks on Union territories by linking them to neighboring territories, as well as to the digitalization of transport and energy networks»99.

Article 8 defines “Projects of common interest in the area of digital connectivity infrastructure” those projects «that make an important contribution to the Union’s strategic connectivity objectives and/or provide the network infrastructure supporting the digital transformation of the economy and society, as well as the Union’s Digital Single Market»100.

The Regulation underline that, in the digital sector, some specific actions are to «be eligible to receive Union financial support under this Regulation»101. These include «(a) actions supporting the deployment of and access to very high capacity networks, including 5G systems, capable of providing Gigabit connectivity in areas where socioeconomic drivers are located; (b) actions supporting the provision of very high-quality local wireless connectivity in local communities that is free of charge and without discriminatory conditions; (c) actions implementing the uninterrupted coverage with 5G systems of all major transport paths, including the TEN-T, such as the actions listed in Part V, point 3, of the Annex; (d) actions supporting the deployment of new or the significant upgrading of existing backbone networks, including submarine cables, within and between Member States and between the Union and third countries, such as the actions listed in Part V, point 3, of the Annex, as well as other actions supporting the deployment of backbone networks referred to in that point; (e) actions implementing digital connectivity infrastructure requirements related to cross-border projects in the areas of transport or energy or supporting operational digital platforms directly associated to transport or energy infrastructures, or both»102. The construction of such networks may have a significant impact on the lives of citizens and the role of enterprises in the future.

Additionally important is the directive establishing the European Electronic Communications Code (Directive (EU) 2018/1972, December 11, 2018). Their 5G Action Plan is closely related to the new European Electronic Communications Code and other acts that aim to boost the competitiveness of European industry by supporting the deployment and adoption of 5G networks.

The Code regulates the multiple aspects of communications and defines the commitment to increase connectivity across all European and national authorities and levels of government, as well as the desire to establish a regulatory body that encourages private investment in digital connectivity networks.

Investments in high capacity network development in the EU are essential, and the directive states that it is necessary to «promote efficient investment and innovation in new and enhanced infrastructures, including by ensuring that any access obligation takes appropriate account of the risk incurred by the investing undertakings and by permitting various cooperative arrangements between investors and parties seeking access to diversify the risk of investment, while ensuring that competition in the market and the principle of non-discrimination are preserved»103.

Scholars have pointed out that «competition intensity in electronic communications markets may vary significantly across regions. In competitive (‘black’) areas, there is no need for sector-specific ex ante access regulations on the basis of the essential facility doctrine or the concept of market dominance. In “white” areas, where network deployment would not be profitable even for a monopolist, it is not possible to incentivize network deployment through sector-specific access regulation; public policies based on subsidies would be a considerably more effective instrument in these circumstances. In “grey” areas, where only one infrastructure provider is active, it is much more difficult to determine the best policy as a range of trade-offs must be taken into account. In grey (or otherwise white) areas, co-operation (or: co-investment) models appear as an effective measure, in principle, for sharing risks related to future demand and market exposure as well as capital formation in case of capital market imperfections and thus for generating additional investment incentives. Investment sharing might also come hand in hand with cost reductions, e.g., in case of traditional and non-traditional telecommunications operators due to the sharing of skills, capabilities and different infrastructure elements in the network hierarchy. Co-investment could also ensure that inefficient investment – such as the unnecessary duplication of infrastructures – can be avoided. However, it is important to note that the reasons why co-investment agreements might be successful do not imply that market risk disappears altogether with such agreements. Risk and uncertainty clearly remain; the existence of a co-investment agreement simply shares the exposure to these risks to all investors that commit to invest ex ante (i.e., before the investment is made), but it clearly affects the decision to invest»104.

The various acts discussed above have the objective of ensuring the dissemination and use of very high-capacity networks useful for disseminating products, services, and the various applications of the Digital Single Market.

The path outlined for 5G implementation adopts the creation of a new regulatory framework that will be provided within the next few years through many legislative acts, among which we reference the public regulatory architecture identified the regulation establishing the Body of European Regulators for Electronic Communications (BEREC) and the Agency for Support for BEREC (Regulation (EU) 2018/1971, December 11, 2018), which gives BEREC new and greater powers than before.

The BEREC replaced «the ERG and was intended to contribute, on one hand, to the development and, on the other, to the better functioning, of the internal market for electronic communications networks and services by aiming to ensure the consistent implementation of the regulatory framework for electronic communications»105.

More specifically, the communication on the Digital Single Market envisaged «a more effective regulatory institutional framework in order to make the rules on electronic communications fit for purpose as part of the creation of the right conditions for the Digital Single Market. Those include the deployment of very high capacity networks, more coordinated management of radio spectrum for wireless networks and creating a level playing field for advanced digital networks and innovative services. That communication pointed out that the changing market and technological environment make it necessary to strengthen the institutional framework by enhancing the role of BEREC»106.

To this end, the Regulation establishes that BEREC must «ensure the consistent implementation of the regulatory framework for electronic communications»107 and defines regulatory tasks (i.e., assisting and advising European institutions and national regulatory authorities (NRAs), to issue «guidelines on the implementation of the Union regulatory framework for electronic communications»108, «to issue recommendations and common positions, and disseminate regulatory best practices addressed to the NRAs in order to encourage the consistent and better implementation of the regulatory framework for electronic communications»109, and «to evaluate the needs for regulatory innovation and coordinate actions between NRAs to enable the development of new innovative electronic communications»110.

At the BEREC office, the following objectives are understood: «to provide professional and administrative support services to BEREC»111, «to collect information from NRAs and to exchange and transmit information in relation to the regulatory tasks assigned to BEREC pursuant to Article 4»112, «to produce, on the basis of the information referred to in point (b), regular draft reports on specific aspects of developments in the European electronic communications market, such as roaming and benchmarking reports, to be submitted to BEREC»113, «to disseminate regulatory best practices among NRAs»114, «to assist BEREC in establishing and maintaining registries and databases»115, «to assist BEREC in establishing and managing an information and communications system»116, «to assist BEREC in conducting public consultations»117, «to assist in the preparation of the work and provide other administrative and content-related support to ensure the smooth functioning of the Board of Regulators»118, «to assist in setting up working groups, upon the request of the Board of Regulators, contribute to the regulatory work and provide administrative support to ensure the smooth functioning of those groups»119 and «to carry out other tasks assigned to it by this Regulation or by other legal acts of the Union»120.

The most recent research and development prospects of the European Union are connected to 6G121, with the aim of increasing the adoption of this technology through “Joint Undertakings under Horizon Europe”122 because «Europe needs to develop critical digital infrastructures based on 5G networks and build its technological capacities towards 6G with a time horizon of 2030»123. The “Smart Networks and Services Joint Undertaking” was established and will last until December 31, 2031. It is financed under the Multiannual Financial Framework 2021-2027, and one of its objectives must be to «advance European technological and scientific excellence to support European leadership to shape and master 6G systems by 2030»124. Furthermore, it must «prepare the European smart networks and services supply industry for the longer term opportunities emerging from the development of vertical markets for 5G and later 6G infrastructures and services in Europe»125.

These perspectives play an important role in the future of Europe in terms of 5G technologies, which remain at the center of many public policies. 6G, the next generation of mobile technologies, represents a revolutionary path that will also be developed thanks to a partnership between the 6G Smart Networks and Services Industry Association (6G-IA) and the European Commission, which deals with European research on the subject of networks and next-generation services. These new technologies inevitably pose ethical and public regulatory challenges, as should be further analyzed.

4. The role of Digital Platforms and the affirmation of the Data Economy

In the context of the Digital Single Market, platforms assume central and essential roles that make them fundamental economic players126. Thus, the changing roles of digital platforms during the Covid-19 Pandemic127 is notable. That is, «the preventive measures implemented by governments have fundamentally impacted not only the global economy but also the way consumers behave, shop, work or play. Due to the lockdown measures, most businesses and consumers had to move online to be able to pursue their activities. Although digitalization of businesses and consumers was already well underway, the pandemic accelerated this trend, by increasing the number of online users and the breadth of users, including segments of the population that were not using such services before or not as much»128.

Platforms are generally known «as “two-sided” or “multi-sided” markets where users are brought together by a platform operator in order to facilitate an interaction (exchange of information, a commercial transaction, etc.). In the context of digital markets, depending on a platform’s business model, users can be buyers of products or services, sellers, advertisers, software developers, etc.»129.

Scholars have noted that two-sided markets «are roughly defined as markets in which one or several platforms enable interactions between end-users, and try to get the two (or multiple) sides “on board” by appropriately charging each side. That is, platforms court each side while attempting to make, or at least not lose, money overall»130. Thus, by connecting «two or more sides, the platform ecosystem generates powerful network effects whereby the value increases as more members participate»131.

The platform will allow users to be reached very quickly; hence, they play a facilitating role as intermediaries between supply and demand in the digital market132. Additionally, «the new informational and interconnected infrastructure is accompanied by unwanted side effects, namely by new informational imbalances, negative externalities and, sometimes, positions of entrenched market power. Platforms, benefiting from positive network effects and having disrupted the business model of former gatekeepers, may become gatekeepers themselves. Reach and scale of platforms amplify negative externalities, such as the amount and effects of harmful content. The basic value proposition of platforms to maximize the overall value of the platform for all users may be distorted by conflicts of interest, for example in cases of vertical integration, embeddedness in a broader ecosystem with rent-seeking opportunities, or special arrangements with third parties»133.

Scholars have emphasized that «a genuine revolution for digital transformation was not so much in the implementation of network systems in enterprises or e-commerce but online platforms which have worked out operating models based on the advancing use of the internet, proliferation of mobile devices, and massively growing possibilities to collect and process data. The heart of these platforms lies in intermediation in interactions between different types of users: business partners, as well as consumers and buyers of products on offer»134.

In the Digital Single Market Strategy, the role of platforms reflects that «some online platforms potentially raises concerns, particularly in relation to the most powerful platforms whose importance for other market participants is becoming increasingly critical»135. Moreover, «online platforms (e.g. search engines, social media, e-commerce platforms, app stores, price comparison websites) are playing an ever more central role in social and economic life: they enable consumers to find online information and businesses to exploit the advantages of e-commerce»136.

Generally, «Digital platforms have become one of the principal ways of organizing a wide range of human activities, including economic, social, and political interactions»137. However, «there is no general understanding of what an online platform is, especially since it can cover a great variety of different and unrelated fields»138.

The offer of multiple services made by the platforms has challenged traditional business models considering that currently «some online platforms have evolved to become players competing in many sectors of the economy and the way they use their market power raises a number of issues»139.

Platforms «are digital infrastructures that enable two or more groups to interact. They therefore position themselves as intermediaries that bring together different users: customers, advertisers, service providers, producers, suppliers, and even physical objects. More often than not, these platforms also come with a series of tools that enable their users to build their own products, services, and marketplaces»140.

However, «the platform concept is not new. For many years, large manufacturers and industry sectors as a whole have achieved efficiency gains by developing common working frameworks and shared environments. This is the case of the automotive industry, where platforms have long formed the basis for several different car models. Digital technologies are now making it possible to extend the industrial platform concept to uncharted territories. New business opportunities can in fact be targeted through the creation of virtual buyer-and-seller communities, thus facilitating interactions of users with diverse but complementary interests. Furthermore, enterprises that are willing to expand their customer base, or are looking for new markets, or are interested in selling specialized, niche products, may find new opportunities by using online platforms. At the same time, platforms offer new ways of maximizing efficiency and improving profitability and are therefore gaining in importance for their economic brokerage and intermediation services – at both the business-to-consumer (B2C) and business-to-business (B2B) levels»141.

From a B2B point of view, «platforms can be defined as virtual environments facilitating the exchange and connection of data between different organisations through a shared reference architecture and common governance rules (IDC). By linking different actors that are interested in sharing information in the form of data, industrial digital platforms constitute a composite business ecosystem combining players from disparate backgrounds, thus fostering the creation of new data-driven services and innovative business processes»142. Furthermore, «understanding and provisioning the platforms that will sustain, advance, and scale business and operations, and exert strategic control is essential for every business. A digital platform is the assembly of technologies, capabilities and data, upon which digitally enabled businesses run. The data exchanges, intelligence and network effect within digital ecosystems generate new value beyond the platform itself. For users and competitors, the value of digital platforms introduces high switching costs and barriers to entry that cannot be easily replicated through the introduction of new products and services alone»143.

Data in the digital context are a central element to the EU’s competitiveness: «data is often considered as a catalyst for economic growth, innovation and digitization across all economic sectors»144, but «a fragmented market does not provide sufficient scale for cloud computing, Big Data, data driven science and the Internet of Things to reach their full potential in Europe. To benefit fully from the potential of digital and data technologies, we will need to remove a series of technical and legislative barriers»145.

In Europe, there is largely a lack of companies investing in data research and innovation compared with the United States, but the current economic and social context is characterized by «the accelerating digitization of public services, driven by the need to modernise, cut costs and provide innovative services, opens up further opportunities to optimise data storage, transfer, processing and analysis»146. Legal frameworks and policies are necessary «to more regulatory certainty for business and creating consumer trust in data technologies»147. Additionally, «data-driven innovation is a key driver of growth and jobs that can significantly boost European competitiveness in the global market. If the right framework conditions are put in place, the European Data Economy could double by 2020»148.

Statistical surveys that consider data as a «marketplace where digital data is exchanged as “products” or “services” as a result of the elaboration of raw data»149 have shown that «data Market value in 2025 under the High Growth Scenario continue to showcase a buoyant growth, with IT Spending on Data Market tools almost doubling over the period from 2019 to 2025 for both EU27 and EU27 plus the U.K. This will correspond to a considerable CAGR for the period 2020-2025 of 11.5% and 12.0% in EU27 and in EU27 plus the U.K. respectively for the High Growth scenario. This is marginally down when compared with the previous publication – mostly as a result of a more buoyant 2020. Our new 2025 baseline scenario, shows the Data Market will amount to more than 82 billion Euro in EU27, against 58.2 billion Euro in 2019 (a 5.8% CAGR 2010-2025), while under the Challenge scenario the Data Market will still represent 72.3 billion Euro, growing at a compound annual growth rate of 3.0% from 2020. The Data Market growth will therefore continue unabated in 2025, confirming the trend set out in 2013-2014 while elaborating our initial results of the European Data Market Study (SMART 2013/0063). These forecasts for 2025 are only marginally changed from the previous forecast, with the Challenge and High Growth scenarios down 0.6% and 0.7% respectively, while the baseline scenario is a down 0.7% when compared with the previous forecast for the EU27 plus the U.K»150.

Furthermore, the data relating to the “Data Economy” i.e., those that «measures the overall impacts of the Data Market on the economy as a whole. It involves generation, collection, storage, processing, distribution, analysis processing, delivery and exploitation of data enabled by digital technologies»151, show that «the new estimations of the Data Economy see the value of 2019 for EU27 to be more than 325 Billion Euro and reaching nearly 355 Billion Euro in 2020, growing at 9.3%. The estimated CAGR for the period 2020/2025 in EU27 remains healthy along the period, at 9.1% in EU27. The share of the Data Economy on the GDP in the EU27 baseline scenario at 2025 is of 4.%. The CAGR 2020/2025 in EU27 for the High Growth scenario is 18.4%, that will make the Data Economy for EU27 surpass 827 Billion Euro, and accounting for 5.9%% of the GDP at 2025. In the Challenge scenario CAGR 2020/2025 for EU27 is 4%, more than halved with respect to the baseline, with the Data Economy being just above 430 Billion Euro, and accounting for 3.3% of the GDP at 2025»152.

Although the Data Market can become significant within the European Union, it appears necessary to focus on safeguards relating to the methods of generation, collection, processing, and use of digital data so that once the data are recorded, they can be used without the loss of trust.

The General Data Protection Regulation (GDPR)153 calls for «a strong and more coherent data protection framework in the Union, backed by strong enforcement, given the importance of creating the trust that will allow the digital economy to develop across the internal market. Natural persons should have control of their own personal data. Legal and practical certainty for natural persons, economic operators, and public authorities should be enhanced»154.

The GDPR «lays down rules relating to the protection of natural persons with regard to the processing of personal data and rules relating to the free movement of personal data»155 and «protects fundamental rights and freedoms of natural persons and in particular their right to the protection of personal data. The free movement of personal data within the Union shall be neither restricted nor prohibited for reasons connected with the protection of natural persons with regard to the processing of personal data»156.

Therefore, «the governance of data is the governance of different interests. As a term, “governance” has become useful for denoting the whole landscape of actors involved in rulemaking and regulating, including but not limited to governments. As such, governing data involves multiple actors whose task is to arbitrate between competing needs, which in turn relate to much more than data or technology itself. Data represents different social and economic interests, so that for any governance arrangement or model to be credible and to gain traction at scale, it has to have a claim to represent plurality of needs and perspectives»157.

An important component «of that representation can be framed as “data justice” – the view that data governance should not only seek to do no harm, but should positively contribute to people’s autonomy and to their ability to participate in society and make claims about their needs, on a more general level»158.

The European Union must align its approach «to data governance with European values»159 and the fundamental values of the European Union established in the Treaties must represent the basis for the public regulation of any market established in the European Union.
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3. The latest innovations for the Digital Single Market in the cultural revolution of Industry 5.0

SUMMARY: 1. Digital Market Act and Digital Services Act: Gatekeeper and intermediary services. The role of big companies in the digital market – 2. Artificial intelligence and its impact on consumer choices – 3. From Industry 4.0 to Industry 5.0, the role of social and environmental factors – 4. Monetary innovations: Virtual currencies and digital euro.

1. Digital Market Act and Digital Services Act: Gatekeeper and intermediary services. The role of big companies in the digital market

Public regulation of online platforms plays an important role in defining the Digital Single Market considering its economic significance and the rapid evolution that take place «at a pace not seen in any other sector of the economy»1.

In the digital economy, online platforms play an important role; in 2016, the European Commission underlined in “Online Platforms and the Digital Single Market. Opportunities and Challenges for Europe” that, first, the regulatory fragmentation present in the European Union (EU) creates uncertainty for economic operators, hoping instead for harmonized standards. Second, they stated that «online platforms are subject to existing EU rules in areas such as competition, consumer protection, protection of personal data and single market freedom. Compliance with these rules by all including platforms is essential to ensure that all players can compete fairly. This will create trust for both businesses and the general public to confidently engage with online platforms»2.

The promotion of the innovations related to the platforms requires «any future regulatory measures proposed at EU level only address clearly identified problems relating to a specific type or activity of online platforms in line with better regulation principles. Such problem-driven approach should begin with an evaluation of whether the existing framework is still appropriate»3.

To define a thriving environment where online platforms can develop, the European Commission «will take the following principles into account: a level playing field for comparable digital services; responsible behavior of online platforms to protect core values; transparency and fairness for maintaining user trust and safeguarding innovation; open and non-discriminatory markets in a data-driven economy»4.

Thus, analyzing the rules contained in the two recent regulations: the Digital Markets Act (DMA)5 and the Digital Services Act (DSA)6 is possible. These Acts define the boundaries of responsibilities and obligations; thus, they aim to build a reference framework that guarantees trust and security in the Digital Single Market for businesses and consumers7.

Specifically, the DMA points out that platforms play an increasingly important role in the European economy «by enabling businesses to reach users throughout the Union, by facilitating crossborder trade and by opening entirely new business opportunities to a large number of companies in the Union to the benefit of consumers in the Union»8 but «platform services feature a number of characteristics that can be exploited by the undertakings providing them»9.

Moreover, «an example of such characteristics of core platform services is extreme scale economies, which often result from nearly zero marginal costs to add business users or end users. Other such characteristics of core platform services are very strong network effects, an ability to connect many business users with many end users through the multisided of these services, a significant degree of dependence of both business users and end users, lock-in effects, a lack of multi-homing for the same purpose by end users, vertical integration, and data driven-advantages. All these characteristics, combined with unfair practices by undertakings providing the core platform services, can have the effect of substantially undermining the contestability of the core platform services, as well as impacting the fairness of the commercial relationship between undertakings providing such services and their business users and end users»10.

In practice, «this leads to rapid and potentially far-reaching decreases in business users’ and end users’ choice, and therefore can confer on the provider of those services the position of a so-called gatekeeper»11.

Generally, the concept of «a network “gatekeeper”, credited to Barzilai-Nahon, is not exclusive to the digital environment. At its most simple, a “gatekeeper” determines what can, and cannot, pass through a gate. Laidlaw further specifies that gatekeepers are non-state actors that have the capacity to alter the behaviour of others in circumstances where the state has limited capacity to do the same»12.

However, some platforms hold sufficient economic powers that qualify them as gatekeepers. They «feature an ability to connect many business users with many end users through their services, which, in turn, enables them to leverage their advantages, such as their access to large amounts of data, from one area of activity to another. Some of those undertakings exercise control over whole platform ecosystems in the digital economy and are structurally extremely difficult to challenge or contest by existing or new market operators, irrespective of how innovative and efficient those market operators may be. Contestability is reduced in particular due to the existence of very high barriers to entry or exit, including high investment costs, which cannot, or not easily, be recuperated in case of exit, and the absence of, or reduced access to, some key inputs in the digital economy, such as data»13.

Consequently, «the likelihood increases that the underlying markets do not function well, or will soon fail to function well»14; therefore, severe imbalances, unfair practices, and unfair conditions for businesses and consumers could occur.

Considering this, the DMA aims to «contribute to the proper functioning of the internal market by laying down harmonised rules ensuring for all businesses, contestable and fair markets in the digital sector across the Union where gatekeepers are present, to the benefit of business users and end users»15.

For the DMA, «“gatekeeper” means an undertaking providing core platform services, designated pursuant to Article 3»; here, we must consider two elements to understand this definition better.

The first element is related to the definition of core platform services. Article 2.1.2 states that «“core platform service” means any of the following: (a) online intermediation services; (b) online search engines; (c) online social networking services; (d) video-sharing platform services; (e) number-independent interpersonal communications services; (f) operating systems; (g) web browsers; (h) virtual assistants; (i) cloud computing services; (j) online advertising services, including any advertising networks, advertising exchanges and any other advertising intermediation services, provided by an undertaking that provides any of the core platform services listed in points (a) to (i)».

The second element is the designation of the gatekeeper as per the provisions of Article 3, which establishes that «an undertaking shall be designated as a gatekeeper if: (a) it has a significant impact on the internal market; (b) it provides a core platform service which is an important gateway for business users to reach end users; and (c) it enjoys an entrenched and durable position, in its operations, or it is foreseeable that it will enjoy such a position in the near future». Article 2.2 specifies, «an undertaking shall be presumed to satisfy the respective requirements in paragraph 1: (a) as regards paragraph 1, point (a), where it achieves an annual Union turnover equal to or above EUR 7,5 billion in each of the last three financial years, or where its average market capitalisation or its equivalent fair market value amounted to at least EUR 75 billion in the last financial year, and it provides the same core platform service in at least three Member States; (b) as regards paragraph 1, point (b), where it provides a core platform service that in the last financial year has at least 45 million monthly active end users established or located in the Union and at least 10 000 yearly active business users established in the Union, identified and calculated in accordance with the methodology and indicators set out in the Annex; (c) as regards paragraph 1, point (c), where the thresholds in point (b) of this paragraph were met in each of the last three financial years».

The European Commission can designate an undertaking as a gatekeeper, as specified in Article 3. The European Commission, at the same time, «may, upon request or on its own initiative, reconsider, amend or repeal at any moment, a designation decision adopted pursuant to Article 3 for one of the following reasons: (a) there has been a substantial change in any of the facts on which the designation decision was based; (b) the designation decision was based on incomplete, incorrect, or misleading information»16.

The European Commission «shall regularly, and at least every 3 years, review whether the gatekeepers continue to satisfy the requirements»17. The European Commission shall also «examine at least every year whether new undertakings providing core platform services satisfy those requirements»18. Furthermore, the European Commission «shall publish and update a list of gatekeepers and the list of the core platform services for which they need to comply with the obligations»19 that limit contestability or are unfair20.

The DMA establishes that the European Commission «may conduct a market investigation for the purpose of examining whether an undertaking providing core platform services should be designated as a gatekeeper»21, «a market investigation for the purpose of examining whether a gatekeeper has engaged in systematic non-compliance»22, or «a market investigation for the purpose of examining whether one or more services within the digital sector should be added to the list of core platform services»23. The European Commission also has investigative, enforcement and monitoring powers24.

The DMA requires the European Commission to establish a «high-level group for the Digital Markets Act», comprising the Body of the European Regulators for Electronic Communications, the European Data Protection Supervisor and European Data Protection Board, the European Competition Network, the Consumer Protection Cooperation Network, and the European Regulatory Group of Audiovisual Media Regulators25. This high-level group «may provide the Commission with advice and expertise in the areas falling within the competences of its members, including (a) advice and recommendations within their expertise relevant for any general matter of implementation or enforcement of this Regulation; or (b) advice and expertise promoting a consistent regulatory approach across different regulatory instruments»26.

The hight-level group may «identify and assess the current and potential interactions between this Regulation and the sector-specific rules applied by the national authorities composing the European bodies and networks»27. Regarding market investigations into new services and practices, it «may provide expertise to the Commission on the need to amend, add or remove rules in this Regulation, to ensure that digital markets across the Union are contestable and fair»28.

Meanwhile, the Digital Services Act (DSA)29 highlights the following: «information society services and especially intermediary services have become an important part of the Union’s economy and the daily life of Union citizens. Twenty years after the adoption of the existing legal framework applicable to such services laid down in Directive 2000/31/EC of the European Parliament and of the Council, new and innovative business models and services, such as online social networks and online platforms allowing consumers to conclude distance contracts with traders, have allowed business users and consumers to impart and access information and engage in transactions in novel ways. A majority of Union citizens now uses those services on a daily basis. However, the digital transformation and increased use of those services has also resulted in new risks and challenges for individual recipients of the relevant service, companies and society as a whole»30.

The DSA is closely connected with the Consumer Rights Directive (CRD), because «the CRD is an instrument that focuses on the direct relationship between traders and consumers inter alia in the context of e-commerce, where intermediation has generally been performed by online marketplaces»31. Furthermore, «the DSA focuses on the responsibility of platforms as intermediaries. As an illustration, according to the CRD, it is up to traders using the Amazon marketplace to make the consumer disclosures embedded in the CRD»32.

The DSA aims «to contribute to the proper functioning of the internal market for intermediary services by setting out harmonised rules for a safe, predictable and trusted online environment that facilitates innovation and in which fundamental rights enshrined in the Charter, including the principle of consumer protection, are effectively protected»33. The DSA further «lays down harmonised rules on the provision of intermediary services in the internal market. In particular, it establishes: (a) a framework for the conditional exemption from liability of providers of intermediary services; (b) rules on specific due diligence obligations tailored to certain specific categories of providers of intermediary services; (c) rules on the implementation and enforcement of this Regulation, including as regards the cooperation of and coordination between the competent authorities»34.

The Regulation applies to «intermediary services offered to recipients of the service that have their place of establishment or are located in the Union, irrespective of where the providers of those intermediary services have their place of establishment»35. Intermediary service indicates «one of the following information society services: (i) “mere conduit” service, consisting of the transmission in a communication network of information provided by a recipient of the service, or the provision of access to a communication network; (ii) “caching” service, consisting of the transmission in a communication network of information provided by a recipient of the service, involving the automatic, intermediate, and temporary storage of that information, performed for the sole purpose of making more efficient the information’s onward transmission to other recipients upon their request; (iii) a “hosting” service, consisting of the storage of information provided by, and at the request of, a recipient of the service»36.

The Regulation defines the liabilities of providers of intermediary services37 and due diligence obligations for a transparent and safe online environment38.

In Article 61, the DSA establishes «an independent advisory group of Digital Services Coordinators on the supervision of providers of intermediary services named “European Board for Digital Services”», which provides advice «(a) contributing to the consistent application of this Regulation and effective cooperation of the Digital Services Coordinators and the Commission with regard to matters covered by this Regulation; (b) coordinating and contributing to guidelines and analysis of the Commission and Digital Services Coordinators and other competent authorities on emerging issues across the internal market with regard to matters covered by this Regulation; (c) assisting the Digital Services Coordinators and the Commission in the supervision of very large online platforms»39.

Fundamentally, «in the light of potential issues around the readiness of Member States to comply with DSA enforcement obligations from a technical perspective, the cooperation frameworks proposed by the DSA between Member States and with the Commission constitute much-needed support in making sure that digital asymmetry perils will not drastically affect the harmonising impact expected from the DSA»40.

The practical application of this broad regulatory framework can only be assessed in the following years. The evolution that the framework will bring about in the digital market and the behavior of subjects operating within it can only be understood in the future.

2. Artificial intelligence and its impact on consumer choices

The effects of the market governed by digital technologies and the data produced therein, and the connection between the development of artificial intelligence (AI) and its role in the market, on consumer and business behavior require reflection.

The impact of AI can be understood by recalling the definition proposed by the European Commission in 201841, which states that «artificial intelligence (AI) refers to systems that display intelligent behaviour by analysing their environment and taking actions – with some degree of autonomy – to achieve specific goals. AI-based systems can be purely software-based, acting in the virtual world (e.g. voice assistants, image analysis software, search engines, speech and face recognition systems) or AI can be embedded in hardware devices (e.g. advanced robots, autonomous cars, drones or Internet of Things applications)»42.

This definition highlights how the different systems through which AI works process large volumes of data using algorithms to achieve specific goals, particularly big data, such as «large amounts of different types of data produced with high velocity from a high number of various types of sources. Handling today’s highly variable and real-time datasets requires new tools and methods, such as powerful processors, software and algorithms»43.

The concept of AI is evidently complex «and includes a significant number of technological areas: 1. Machine learning; 2. Deep training; 3. Natural language processing; 4. Machine reasoning; 5. Computer vision; 6. Strong artificial intelligence»44.

Among the various influencing factors of the digital market, AI plays an increasingly important role. In 2019, the applications of AI were divided into three key categories: «1. Large data: raw data, such as sensor data, patient information, market indicators, or a list of cyber threats, can be analyzed in order to capture patterns, anomalies, correlations, suggest actions and outcomes; 2. Vision: applications for the collection of images or video information that perform the recognition of objects, people, persons, emotions, and other objects in the real world; 3. Language: artificial intelligence is used for processing and recognition of speech, texts, as well as dynamics, syntax, and nuances of natural language»45.

AI is needed «to make significant efforts» to ensure that «Europe is competitive in the AI landscape, with bold investments that match its economic weight», «no one is left behind in the digital transformation», and «new technologies are based on values»46.

The European Union «should have a coordinated approach to make the most of the opportunities offered by AI and to address the new challenges that it brings. The EU can lead the way in developing and using AI for good and for all, building on its values and its strengths»47.

The European initiative on AI «aims to: – Boost the EU’s technological and industrial capacity and AI uptake across the economy, both by the private and public sectors. This includes investments in research and innovation and better access to data. – Prepare for socio-economic changes brought about by AI by encouraging the modernization of education and training systems, nurturing talent, anticipating changes in the labor market, supporting labor market transitions and adaptation of social protection systems. – Ensure an appropriate ethical and legal framework, based on the Union’s values and in line with the Charter of Fundamental Rights of the EU. This includes forthcoming guidance on existing product liability rules, a detailed analysis of emerging challenges, and cooperation with stakeholders, through a European AI Alliance, for the development of AI ethics guidelines»48.

There are several challenges for a common strategy at the European level, requiring substantial economic investments and the full involvement of the Member States, underlining the general need «to join forces at European level, to ensure that all Europeans are part of the digital transformation»49. One of «the main challenges for the EU to be competitive is to ensure the take-up of AI technology across its economy»50.

AI is a phenomenon that «like electricity in the past, is transforming our world»51 which can generate concerns. The European Commission proposed an approach «that places people at the centre of the development of AI (human-centric AI) and encourages the use of this powerful technology to help solve the world’s biggest challenges: from curing diseases to fighting climate change and anticipating natural disasters, to making transport safer and fighting crime and improving cybersecurity»52.

For these reasons, Member States are encouraged to develop national AI strategies. Europe aims «to develop trusted AI based on ethical and societal values building on its Charter of Fundamental Rights. People should not only trust AI, but also benefit from the use of AI for their personal and professional lives. Europe aims at creating an innovation friendly ecosystem for AI: an environment where economic players find the infrastructure, research facilities, testing environments, financial means, legal framework, and adequate skills levels to invest in and deploy AI»53.

Overall, the goal is «for Europe to become the world-leading region for developing and deploying cutting-edge, ethical and secure AI, promoting a human-centric approach in the global context»54.

However, a positive vision of AI seems to be required, «as contributing to public goods and creating public value, through governance approaches that distribute power over AI systems and the data ecosystems they rely on, and that strongly incentivise good behaviour on the part of those developing and deploying those systems»55. Otherwise, «developing and deploying AI systems at scale is and will remain for the foreseeable future, a privilege that is mainly accessible to the most powerful actors in society, whether commercial or public-sector»56.

AI «is a collection of technologies that combine data, algorithms and computing power. Advances in computing and the increasing availability of data are therefore key drivers of the current upsurge of AI. Europe can combine its technological and industrial strengths with a high-quality digital infrastructure and a regulatory framework based on its fundamental values to become a global leader in innovation in the data economy and its applications as set out in the European data strategy»57.

To enable trustworthy and secure AI development in Europe while respecting the values and rights of EU citizens, the «main building blocks are: – The policy framework setting out measures to align efforts at European, national and regional level. In partnership between the private and the public sector, the aim of the framework is to mobilise resources to achieve an “ecosystem of excellence” along the entire value chain, starting in research and innovation, and to create the right incentives to accelerate the adoption of solutions based on AI, including by small and medium-sized enterprises (SMEs). – The key elements of a future regulatory framework for AI in Europe that will create a unique “ecosystem of trust”. To do so, it must ensure compliance with EU rules, including the rules protecting fundamental rights and consumers’ rights, in particular for AI systems operated in the EU that pose a high risk. Building an ecosystem of trust is a policy objective in itself, and should give citizens the confidence to take up AI applications and give companies and public organisations the legal certainty to innovate using AI»58.

Using AI correctly and profitably plays a significant role in achieving the Sustainable Development Goals, the European Green Deal, and supporting democratic processes and social rights.

In particular, in the Digital Europe Programme59, various factors that characterize the digital context are outlined in five objectives. The general objectives of the Program «shall be to support and accelerate the digital transformation of the European economy, industry and society, to bring its benefits to citizens, public administrations and businesses across the Union and to improve the competitiveness of Europe in the global digital economy while contributing to bridging the digital divide across the Union and reinforcing the Union’s strategic autonomy, through holistic, cross-sectoral and cross-border support and a stronger Union contribution»60. The five interrelated specific objectives are high-performance computing, AI, cybersecurity and trust, advanced digital skills, deployment, and best use of digital capacity and interoperability61. The Digital Europe Programme aims «to strengthen and promote Europe’s capacities in key digital technology areas through large-scale deployment; in the private sector and in areas of public interest, to widen the diffusion and uptake of Europe’s key digital technologies, promoting the digital transformation and access to digital technologies»62.

With reference to the specific objective of “artificial intelligence”, the Digital Europe Programme aim to «(a) build up and strengthen core AI capacities and knowledge in the Union, including building up and strengthening quality data resources and corresponding exchange mechanisms, and libraries of algorithms, while guaranteeing a human-centric and inclusive approach that respects Union values; (b) make the capacities referred to in point (a) accessible to businesses, especially SMEs and start-ups, as well as civil society, not-for-profit organisations, research institutions, universities and public administrations, in order to maximise their benefit to the European society and economy; (c) reinforce and network AI testing and experimentation facilities in Member States; (d) develop and reinforce commercial application and production systems in order to facilitate the integration of technologies in value chains and the development of innovative business models and to shorten the time required to pass from innovation to commercial exploitation and foster the uptake of AI-based solutions in areas of public interest and in society»63.

Meanwhile, the Proposal for a Regulation on “Artificial intelligence (Artificial Intelligence Act) and amending certain Union legislative acts”, April 21, 2021, n. 206, states «by improving prediction, optimising operations and resource allocation, and personalising service delivery, the use of artificial intelligence can support socially and environmentally beneficial outcomes and provide key competitive advantages to companies and the European economy»64. However, «the same elements and techniques that power the socio-economic benefits of AI can also bring about new risks or negative consequences for individuals or the society»65.

Considering the balance between risks and benefits of AI, «the EU is committed to strive for a balanced approach. It is in the Union interest to preserve the EU’s technological leadership and to ensure that Europeans can benefit from new technologies developed and functioning according to Union values, fundamental rights and principles»66.

Using AI brings the implications of modifying traditional types of consumption, helping make consumers more aware of their choices; however AI may be able to direct purchasing choices67 such that the consumer is not fully aware of them68.

There is «a potential paradox that can characterize choice in the age of automation, artificial intelligence and data-driven marketing» in fact, «some of the benefits that improve the well-being of these technologies can backfire and generate consumer reactivity if they undermine the sense of autonomy consumers seek in their decision-making. This can occur when consumers feel deprived of their ability to control their choices: predictive algorithms are getting better and better at anticipating consumer preferences and decision aids are often too opaque for consumers to understand (how they might influence preferences and decisions)»69.

Several studies «suggest that consumers oppose algorithmic advice, a phenomenon described as algorithm aversion. Dietvorst et al., for example, found that individuals were less likely to choose algorithmic advice over inferior human advice to predict student performance after seeing an algorithm err. In the medical domain, scholars have shown that patients do not trust algorithmic advice, arguing that patients are afraid that it neglects human uniqueness. In a similar vein, Castelo et al. found that algorithm aversion was higher for intuitive, subjective tasks than for quantifiable, objective tasks. However, a study by Logg et al. has called algorithm aversion into question. Focusing on different domains such as business forecasts or prediction of romantic attraction, they found that people generally appreciated advice from an algorithm over human advice. Hildebrand and Bergner showed that people appreciated algorithmic financial advice more strongly if it used a human-like, conversational style. In sum, these contradictory results point to the existence of additional factors which may affect adoption of algorithmic advice»70.

The situation is subject to continuous changes and developments that can generate positive and negative impacts concerning the consolidated protections provided by the EU for consumers.

3. From Industry 4.0 to Industry 5.0, the role of social and environmental factors

The digital transition underway in the global economy affects the industrial sector as well.

Digital technologies represent a determining factor for an increase in productivity; digital innovations have been increasingly integrated into all sectors, including industries. Progress «in digital technologies in combination with other key enabling technologies is changing the way we design, produce, commercialize, and generate value from products and related services. Advances in technologies such as the Internet of Things (IoT), 5G, cloud computing, and data analytics and robotics are transforming products, processes, and business models in all sectors ultimately creating new industrial patterns as global value chains shift. The challenge ahead is for the European industry to seize fully and swiftly these digital opportunities. This is essential to ensure Europe’s mid and long term competitiveness with implications for overall welfare»71.

In the Digital Single Market strategy, the second pillar of “maximizing the growth potential of the digital economy” contains «all the major levers for improving industry digitization with actions in areas such as the data economy, IoT, cloud computing, standards, skills, and e-government. It is part of a coherent strategic framework of Commission initiatives aimed at strengthening the overall competitiveness of industry»72.

Although the integration of digitization into industrial processes must be as per the company’s will, «an urgent EU-level effort to help coordinate national and regional initiatives to digitize industry is important»73.

The integration between physical components, information and communication technology, and the digital economy in the industrial sector becomes central to the definition of Industry 4.0, as highlighted by a group of German scholars in a 2013 report entitled “Securing the future of the German manufacturing industry. Recommendations for implementing the strategic initiative Industrie 4.0”.

The report stresses, «the first three industrial revolutions came about as a result of mechanisation, electricity, and IT. Now, the introduction of the Internet of Things and Services into the manufacturing environment is ushering in a fourth industrial revolution. In the future, businesses will establish global networks that incorporate their machinery, warehousing systems, and production facilities in the shape of Cyber-Physical Systems (CPS)»74.

Thus, physical production and virtual systems coexist in the industry75, and digital technologies exist «that enable new and more efficient process[es], and which in some cases yield new goods and services. The associated technologies are many, from developments in machine learning and data science, which permit increasingly autonomous and intelligent systems, to low-cost sensors which underpin the IoT, to new control device[s] that make second-generation industrial robotics possible»76.

This new production model is gradually establishing itself. Its importance was underlined by the Opinion of the European Economic and Social Committee on “The impact of business services in industry” in October 2014, which stated that «a quantum leap results from a vertical and horizontal cooperation from machine to internet, machine to human, and machine to machine along the value chain in real time. Islands of automation will get interconnected in innumerable networks and variations. Software and networks will connect intelligent products, digital services, and customers to the new innovative “products” of the future. This development is widely discussed. A pioneering economic and political approach is the German project Industry 4.0, which pays due attention both to business services and to the wider economic context which is undergoing a fundamental transformation»77.

Smart factories of the future are «of a very sophisticated complexity, embedded in fine-tuned networking due to further developed software applications and systems»78: the potential «for industry and the economy is immense»79.

This revolution requires specific attention from the EU, which must support companies in accessing a suitable infrastructure for the demand for digital services (for example, broadband internet infrastructure) and to prevent potentially adverse effects on the labor market80.

In 2014, the European Commission intervened in industrial policy with the Communication “For a European Industrial Renaissance”81, highlighting that the global economy is experiencing a digital transition. This transition requires constant adaptation of industrial policy because digital technologies will soon be determining factors that increase industrial productivity, «the challenge is to roll out digitally enabled networks with the level of security and resilience required to support the businesses in their operations. The impact of these changes is starting to emerge and will provide market opportunities, notably for key enabling Technologies»82.

The broad impact of digitization on industry is detailed in the Communication “Investing in a smart, innovative, and sustainable Industry. A renewed EU Industrial Policy Strategy”83, which underlines that «digital transformation is at the core of the ongoing industrial revolution. Progress in technologies such as big data, artificial intelligence and robotics, the Internet of Things and high-performance computing is impacting the very nature of work and society as a whole. With the advent of digital technologies, the service component of industry is becoming ever more important. Boosting the uptake of smart technologies along and across industrial value chains and promoting firm growth is therefore key to Europe’s growth and competitiveness»84.

Regarding the literature: «Alcace et al. state that Industry 4.0 is leading the age of digitization. Vaidyya et al. consider it Industry 4.0 marks the increasingly individualized needs of customers because it involves a rigorous human being integration into the production process to continuously improve and focus on value-added activities and avoid spoil. Zhou, Le Cardinal state that Industry 4.0 is a great opportunity and a great challenge for enterprises. Nwaiwu et al. identify digital technologies in the manufacturing environment, which include: strategy, organizational suitability, competitiveness, performance and human resources. Kumar et al. mention it digitization and technology play a key role in changing market trends. This opens up a wide range of possibilities and business potential in the manufacturing sector market. Hofmann, Rüsch state that Industry 4.0 it is currently a hotly debated topic that is thought to affect all sectors by changing the design of the goods, the method of production, delivery and payment. The authors mentioned above discuss the potential of Industry 4.0 in context of logistics management. Wichman et al. consider new technologies as a key feature of the industry revolution, are combined with new business logic. The new generation of offers can have a whole new value component, which could create learning and development tools for the customer. Solvsberg et al. analyze it Industry 4.0 is the result of the industrial integration of Internet Items (IIoT) and manufacturing. Javaid et al. consider that Industry 4.0 provides an automated solution for a variety of manufacturing and other industries related areas»85.

In the post-pandemic context, the digital and technological evolution that has characterized the last few years modifies the reference points for the industry and regulators; digitization is the epochal change underway, and the renewed attention to environmental issues has assumed a central role.

In this sense, a new reference paradigm for the industrial sector has recently been defined and closely connected with Industry 4.0: Industry 5.0.

Industry 4.0 «is based on the concept of smart factory, where smart products, machines, storage systems, and data unite in the form of the cyber-physical production systems. In the technical aspect, Industry 4.0 has improved the human–machine interaction, but in the socially sustainable aspect, technological transformations of Industry 4.0 should carefully consider the central role of humans. The role and importance of employees was emphasized during the Covid-19 pandemic, and the pandemic itself triggered rethinking of the Industry 4.0 paradigm. Consequently, the idea of Industry 5.0 appeared as the extension to Industry 4.0 with social and environmental dimension. On the one side, Industry 5.0 is focused on the workers’ skills, knowledge, and abilities to cooperate with machines and robots, and on the other side, on flexibilities in production processes and environmental impact. The obstacles to introduce Industry 4.0, arising from technological and organizational points of view, lead to rethinking the process about the shortcomings of the Industry 4.0 approach. Several drivers encourage thinking and discussion about the new paradigm»86.

Besides the human factor, scholars have recently «noted research gaps in sustainability, responsibility, safety, and others in the Industry 4.0 concept (Longo et al.). Saniuk et al. attempted to systematize the barriers of Industry 4.0 in the following categories: social and market, concerning particular groups of stakeholders of changes. Other authors (scientists, researchers) also participated in discussing social and environmental problems (gaps) of Industry 4.0. Ranghino undertook a discussion about environmental risks. Bonilla et al. wrote about the impact of Industry 4.0 technology on the environment and sustainability, creating optimistic and pessimistic scenarios. The sustainability aspect of Industry 4.0 was also a topic of publication: Gajdzik et al., Luthra and Mangla, Lopes et al., Pagoropoulos et al. and others. Gajdzik et al. discussed the place and role of sustainability in the concept of Industry 4.0. Luthra and Mangla presented a topic about sustainability in the supply chain, and Lopes et al. about Industry 4.0 and the circular economy. A similar topic was analyzed by Pagoropoulos et al. but in the influence of digital technologies on the circular economy. At the same time, Terlau and Hirsch discussed sustainable consumption in the development of industries and economies. Sustainable Manufacturing in Industry 4.0 topic was presented by Stock and Seliger»87.

The concept of Industry 4.0 transitions to Industry 5.0 by considering additional factors and objectives88. Industry 5.0 «recognises the power of industry to achieve societal goals beyond jobs and growth, to become a resilient provider of prosperity, by making production respect the boundaries of our planet and placing the wellbeing of the industry worker at the centre of the production process. It complements the existing “Industry 4.0” paradigm by having research and innovation drive the transition to a sustainable, human-centric and resilient European industry. It moves focus from solely shareholder value to stakeholder value, for all concerned»89.

Industry 5.0 «addresses recent knowledge and learning from the Covid pandemic and the fundamental need to build resilience across value chains and secure people’s lives and livelihoods whilst living within planetary boundaries. It proposes a very different set of enabling approaches to Europe’s so-called “twin transition”, intending to connect the digital transformation with sustainability and climate action»90.

The twin ecological and digital transitions «will affect every part of our economy, society and industry. They will require new technologies, with investment and innovation to match»91.

Regarding ecological transition, the European Green Deal represents a multisectoral roadmap that «aims to transform the EU into a fair and prosperous society, with a modern, resource-efficient and competitive economy where there are no net emissions of greenhouse gases in 2050 and where economic growth is decoupled from resource use»92.

This broad connection to the transition requires «a realignment of policy, to support business innovation and transformation aligned with regenerative circular economy principles and to encourage all companies to orient away from linear, extractive, wasteful and polluting practices»93.

A «regenerative vision for industry through an Industry 5.0 approach would offer the timely opportunity to include specific holistic sustainability and resilience targets within Europe’s digital roadmap, so digitalisation becomes a lever for lowering the carbon and material footprint of Europe’s economy and industry within it and shifts to a people and planet-centred approach. Digital technologies could be harnessed to deliver on climate commitments, bringing digital and green properly together. Artificial Intelligence (AI), for example, can and should be designed and deployed for sustainability rather than being independent or ignorant of it. Distributed ledger technologies, smart contracts and NFTs can be coded for radical transparency, shared ownership of the commons and automation on the principles of resilience, regeneration and sustainability»94.

The governance of these changes and challenges requires public policies that are able to face these challenges and define regulatory frameworks within which the complex system can develop.

The system must consider the role of “Society 5.0”, that is, a society that «attempts to balance economic development with the resolution of societal and environmental problems. Society 5.0 is a society in which advanced IT technologies, Internet of Things, robots, artificial intelligence and augmented reality are actively used in everyday life, industry, healthcare and other spheres of activity, not primarily for economic advantage but for the benefit and convenience of each citizen»95.

Therefore, balancing the many factors connected to the transition represents the real future challenge for European Institutions.

4. Monetary innovations: Virtual currencies and Digital euro

The affirmation of the digital context is connected to the development of a multiplicity of phenomena, among which different ways of saving and paying can be analyzed. Digitization has a transversal relevance, and «money is no exception. The ways in which we pay and save are changing, driven by considerations of convenience and a demand for immediacy»96.

The various payment methods are now well known and connected to the affirmation of e-commerce, increasingly leading to the dematerialization of money97. In such a case, the creation of different currencies in this digital context cannot be overlooked, such as fiat currency, which refers to the creation of virtual currency.

Historically, the first reference to virtual currency is contained in a paper by Satoshi Nakamoto entitled “Bitcoin: A Peer-to-Peer Electronic Cash System”. The author underlines: «commerce on the Internet has come to rely almost exclusively on financial institutions serving as trusted third parties to process electronic payments […] but no mechanism exists to make payments over a communications channel without a trusted party» and then proposes «an electronic payment system based on cryptographic proof instead of trust, allowing any two willing parties to transact directly with each other without the need for a trusted third party»98.

The regulatory implications associated with this phenomenon are immediately evident at the European and international level. Thus, in 2012, the European Central Bank, in a report entitled “Virtual Currency Schemes”, noted, «virtual currency schemes have become relevant in several areas that traditionally fall within the scope of the financial system and especially so in relation to the tasks of central banks». In this report, the European Central Bank stressed «virtual currency schemes visibly lack a proper legal framework, as well as a clear definition of rights and obligations for the different parties. Key payment system concepts such as the finality of the settlement do not seem to be clearly specified»99. Therefore, it becomes relevant to «consider the extent to which they might affect a central bank’s tasks in the areas of payment systems, regulation, financial stability, monetary policy and price stability»100.

Therefore, observing how the phenomenon appears to be new, such that there is not even a common definition is important. In 2012, the European Central Bank defined virtual currency as «a type of unregulated, digital money, which is issued and usually controlled by its developers, and used and accepted among the members of a specific virtual community»101. In their subsequent 2015 report, “Virtual Currency Schemes – a further analysis”, the European Central Bank broadened their previous definition by considering virtual currencies as «a digital representation of value, not issued by a central bank, credit institution or e-money institution, which in some circumstances can be used as an alternative to money»102. The report specified that the term virtual currency is used «to describe both the aspect of value and that of the inherent or in-built mechanisms ensuring that value can be transferred»103.

In 2014, the European Banking Authority (EBA) defined virtual currency in the document “Opinion on virtual currencies”104 «as a digital representation of value that is neither issued by a central bank or public authority nor necessarily attached to a fiat currency, but is used by natural or legal persons as a means of exchange and can be transferred, stored or traded electronically»105. The EBA focuses primarily on the difference between money and virtual currency, specifying that money is characterized by being a «unit of account, a means of exchange and a store of value»106. Virtual currency does not satisfy these requirements.

In June 2014, the eFinancial Action Task Force (FATF) defined virtual currency as «a digital representation of value that can be digitally traded and functions as (1) a medium of exchange; and/or (2) a unit of account; and/or (3) a store of value, but does not have legal tender status (i.e., when tendered to a creditor, is a valid and legal offer of payment) in any jurisdiction. It is not issued nor guaranteed by any jurisdiction, and fulfils the above functions only by agreement within the community of users of the virtual currency»107.

The Bank for International Settlements, while not providing a legal definition of virtual currency, in their November 2015 Report on “Digital currencies”, released by the Committee on Payments and Market Infrastructures, identified three key aspects relating to virtual currencies. First, relating to assets108, and second, with «the way in which these digital currencies are transferred, typically via a built-in distributed ledger»109. The third aspect is connected to the «variety of third-party institutions, almost exclusively non-banks, which have been active in developing and operating digital currency and distributed ledger mechanisms»110.

The distinction between virtual currency and electronic money is also underlined by the European Central Bank, which highlights that «electronic money schemes are regulated and electronic money institutions that issue means of payment in the form of electronic money are subject to prudential supervisory requirements. This is not the case for virtual currency schemes111». Furthermore, «electronic money is primarily subject to the operational risk associated with potential disruptions to the system on which the electronic money is stored. Virtual currencies are not only affected by credit, liquidity and operational risk without any kind of underlying legal framework, these schemes are also subject to legal uncertainty and fraud risk, as a result of their lack of regulation and public oversight»112.

The different ways of “creating” and using virtual currency are interesting because they allow us to analyze the impact it can have on the real economy: the first scheme is called “closed virtual currency schemes” and allows the creation and use of a virtual currency within a “virtual game”. In the second scheme, the “virtual currency schemes with unidirectional flow”, the virtual currency is purchased with fiat money and used in the scheme. This method impacts the real economy by changing the amount of fiat money in circulation, affecting «the demand for the central bank’s liabilities and interfere in the control of the supply of money through open market operations»113. In particular, “virtual currency schemes with bidirectional flow” can impact the real economy because people can buy and sell virtual currency with real currency and buy virtual and real goods and services.

We have thus discussed how virtual currency clearly cannot be considered money and how it is actually created and used through a system of network relationships. The different ways in which virtual currency is used and the risks connected to it allow us to understand how virtual currency had no reference regulatory context before 2018.

In 2018, several issues connected to the dissemination and use of virtual currency led the European legislator to define virtual currency within the Directive (EU) 2018/843 of the European Parliament and the Council of May 30, 2018 “amending Directive (EU) 2015/849 on the prevention of the use of the financial system for the purposes of money laundering or terrorist financing”.

The directive in Article 1.2 states that “virtual currencies” refer to «a digital representation of value that is not issued or guaranteed by a central bank or a public authority, is not necessarily attached to a legally established currency and does not possess a legal status of currency or money, but is accepted by natural or legal persons as a means of exchange and which can be transferred, stored and traded electronically».

This reference is extremely interesting because it unmistakably recalls Article 128.1 of the Treaty on the Functioning of the European Union, which states «the European Central Bank shall have the exclusive right to authorise the issue of euro banknotes within the Union. The European Central Bank and the national central banks may issue such notes. The banknotes issued by the European Central Bank and the national central banks shall be the only such notes to have the status of legal tender within the Union». In connection with Article 16 of the Consolidated version of the Treaty on the European Union, Protocol n. 4 on the Statute of the European System of Central Banks and the European Central Bank states, «in accordance with Article 128(1) of the Treaty on the Functioning of the European Union, the Governing Council shall have the exclusive right to authorise the issue of euro banknotes within the Union. The ECB and the national central banks may issue such notes. The banknotes issued by the ECB and the national central banks shall be the only such notes to have the status of legal tender within the Union. The ECB shall respect as far as possible existing practices regarding the issue and design of banknotes».

On the issue of the digital euro, this study fits the context114. The digital euro represents a significant novelty in monetary policy and is connected to the idea that in the digital age, analyzing and reflecting on how money changes is needed.

In addition to considering the growing role that digital currencies have in the life of citizens and businesses, an essential factor in this study is related to the change characterizing the payment system. Currently, the payment systems are registering trends toward the shift to electronic payments.

The “Study on the payment attitudes of consumers in the euro area (SPACE) – 2022” shows that «all day-to-day payments, 17% were made online in 2022, compared with only 6% in 2019. In terms of value, the share of online payments in 2022 was 28% (up from 14%), indicating that online payments were more frequently used for larger payment amounts»115. Meanwhile, «the share of cash payments at the point of sale in terms of volume has declined in recent years. This decline accelerated during the pandemic. In 2022, 59% of transactions were carried out using cash. Three years earlier the share of cash transactions was 72%; in 2016 the figure was 79%. However, cash remained the most frequently used method for payments at the POS in the euro area. When measuring POS transactions in terms of value, the share of card transactions in 2022 (46%) was higher than the share of cash transactions (42%) for the first time. In 2019 the share of cash transactions by value was 47% and the equivalent share of card transactions 43%. Consumers were making payments using mobile phone apps more often than before. However, their share in total POS payments was still relatively low compared to cash and card payments. Mobile phone payments accounted for 3% of the number of transactions in 2022 (up from 1% in 2019) and 4% of the value (up from 1%)»116.

A strong network effect characterizes payment systems, because payment systems increase their importance in the context by increasing the number of users.

The “Report on a digital euro” by European Central Bank – Eurosysem, October 2020, examined «the issuance of a central bank digital currency (CBDC) – the digital euro – from the perspective of the Eurosystem. Such a digital euro would be a central bank liability offered in digital form for use by citizens and businesses for their retail payments. It would complement the current offering of cash and wholesale central bank deposits»117.

The considerations expressed in this report led to the subsequent “Investigation phase of the digital euro project”, launched in July 2021 for 24 months. This phase «aim to address key issues regarding design and distribution. A digital euro must be able to meet the needs of Europeans while at the same time helping to prevent illicit activities and avoiding any undesirable impact on financial stability and monetary policy. This will not prejudge any future decision on the possible issuance of a digital euro, which will come only later. In any event, a digital euro would complement cash, not replace it»118. The recent “Progress on the investigation phase of a digital euro” report119 underlines that «a digital euro would preserve the role of public money as the anchor of the payments system in the digital age. It would ensure the smooth coexistence, convertibility, and complementarity of the various forms that money takes. People need to have confidence that private money can always be converted into central bank money. By providing a monetary anchor, central bank money plays a key role in maintaining a well-functioning payment system, financial stability, and, ultimately, trust in the currency. This in turn is a pre-condition for preserving the transmission of monetary policy, and hence for protecting the value of money»120.

The role that the digital euro can play in the system is so important that in January 2023, “The Digital Euro Scheme Rulebook Development Group” was established aiming to «develop a draft digital euro rulebook building on the design decisions taken by the Governing Council of the Eurosystem»121. Furthermore, the group «will develop as main deliverable a draft digital euro rulebook which will consist of a set of rules, practices and “standards” that will allow the distribution of digital euro through intermediaries by the means of (a) User management i.e., lifecycle management of digital euro users and their payment instruments. (b) Liquidity management i.e., funding and defunding of end users’ holdings from commercial bank sources, or from cash (c) Transaction management i.e., initiation, authentication, validation, settlement instructions and post settlement activities incl. reconciliation»122.

As highlighted above, the Digital Euro project continues to be studied and requires regulators to carefully analyze its impact on citizens and businesses and, more generally, on banking and financial systems.
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Conclusion

The importance of digital technologies for consumers and enterprises in Europe is now well established.

In the European context, the creation of the strategy for the Digital Single Market marks an important point in the construction of a legal framework that is developing over time.

In fact, if the historic European single market was the result of a mediation between the different values1 and objectives of the founding member states of the Union, which, in being built, became a union of their different regulatory approaches, the context for the historic single market is partially different from the events that led to the definition of the Digital Single Market.

The definition of the Digital Single Market Strategy of 2015 took place on the basis of principles and values that already belonged to the European Union, which, at that historical moment, considered the future of the economy and society in the digital context. Therefore, the definition of the Digital Single Market represents the first significant step toward the development of new regulatory frameworks concerned with the various phenomena of the digital world.

In the European and global economic and cultural contexts, there are two main challenges, the transition to a digital and green future2, Europe wants to «lead the transition to a healthy planet and a new digital world. This twin challenge of a green and digital transformation has to go hand-in-hand»3.

In a general sense, the main objectives defined by the European Union defined in 2020 for the digital context intended to build a «clear framework that promotes trustworthy, digitally enabled interactions across society, for people as well as for businesses»4. These objectives are as follows: «– Technology that works for people: Development, deployment and uptake of technology that makes a real difference to people’s daily lives. A strong and competitive economy that masters and shapes technology in a way that respects European values. – A fair and competitive economy: A frictionless single market, where companies of all sizes and in any sector can compete on equal terms, and can develop, market and use digital technologies, products and services at a scale that boosts their productivity and global competitiveness, and consumers can be confident that their rights are respected. – An open, democratic and sustainable society: A trustworthy environment in which citizens are empowered in how they act and interact, and of the data they provide both online and offline. A European way to digital transformation which enhances our democratic values, respects our fundamental rights, and contributes to a sustainable, climate-neutral and resource-efficient economy»5.

The role of the Digital Single Market in the European Union is such that constant attention is dedicated to its affirmation, as is demonstrated by the consideration of a digital transformation in the regulation establishing the Recovery and Resilience Facility6 following the Covid-19 pandemic7.

The regulation, which is mentioned in article 175 of the Treaty on the Functioning of the European Union, states that «Member States are to coordinate their economic policies in such a way as to attain the objectives on economic, social and territorial cohesion»8 and underlines that «the Covid-19 outbreak in early 2020 changed the economic, social and budgetary outlook in the Union and in the world, calling for an urgent and coordinated response both at Union and national level in order to cope with the enormous economic and social consequences as well as asymmetrical effects for Member States». In fact, «the Covid-19 crisis as well as the previous economic and financial crisis have shown that developing sound, sustainable and resilient economies as well as financial and welfare systems built on strong economic and social structures helps Member States respond more effectively and in a fair and inclusive way to shocks and recover more swiftly from them»9, for this reason, the regulation established the Recovery and Resilience Facility (the “Facility”)10, and declared that the specific objective of the Facility shall be to provide Member States «financial support with a view to achieving the milestones and targets of reforms and investments as set out in their recovery and resilience plans»11.

The scope of the Facility «shall refer to policy areas of European relevance structured in six pillars»12, one of which is specifically dedicated to “digital transformation” in particular. The plans prepared by the Member States must include measures that contribute efficiently and effectively to the digital transitions.

The new priorities that emerge over time in the European Union are changing the traditional concept of “economic, social and territorial cohesion”, which expands and partially changes toward “digital cohesion”; this concept «calls for the recognition of the essential role that technology plays in our life, and requires the integration of the Cohesion objectives in the digital rights, principles and policies of the Union»13 Thus, the concept of digital cohesion «entails every citizen in Europe having decent access to the internet and to digital services and that the sovereignty and resilience of the EU’s digital infrastructure be enhanced»14.

To accomplish this, «the EU needs to work to make the digital transformation as accessible as possible to all EU citizens and to pay particular attention to help the less developed regions as well as those suffering from permanent natural or demographic disadvantages, such as archipelagos, outermost regions, islands, cross-border and mountain regions, to speed up their digital transformation, given the unique challenges they face while maximising their assets, and the importance of peer to peer collaboration»15.

Technology is a «key tool to help us adapt to challenging situations affecting all spheres of society, the prominent role of digital technology in responding and building resilience to Covid-19 has highlighted shortcomings in digital infrastructure and literacy, and has made the digital divides in the EU even more pronounced»16.

The theme of the digital divide is central to the definition of concrete access to the Digital Single Market. If, over time, the legislature regulates different aspects of the digital phenomena, the general reference framework must not be neglected, with particular attention to the most recent definition of Digital Rights and Principles.

The definition of Digital Rights and Principles is connected to the Communication of the European Commission on March 9, 2021, entitled “2030 Digital Compass: the European way for the Digital Decade”17, which seeks «to pursue digital policies that empower people and businesses to seize a human centred, sustainable and more prosperous digital future»18.

In fact, «in just a year, the Covid-19 pandemic has radically changed the role and perception of digitalisation in our societies and economies, and accelerated its pace. Digital technologies are now imperative for working, learning, entertaining, socializing, shopping and accessing everything from health services to culture. It has also shown the decisive role that disruptive innovation can play»19.

To achieve these objectives, accelerating the digital transformation by making the Digital Single Market fully functional and defining further public policies is necessary. Among the four cardinal points that comprise the Digital Compass, «the first two are focused on digital capacities in infrastructures and education & skills, and the two other are focused on digital transformation of business and public services»20.

However, these four cardinal points are «not sufficient to define the EU’s approach to its digital future; it is also necessary to enable all Europeans to make full use of digital opportunities and technologies. In the digital space, we need to make sure that the same rights that apply offline can be fully exercised online»21.

With reference to rights in the digital context22, the Joint Declaration by the European Parliament, Council and European Commission in January 23, 2023, contains the “European Declaration on Digital Rights and Principles for the Digital Decade”.

The preamble of the Joint Declaration reaffirms that «the European Union (EU) is a “union of values”, as enshrined in Article 2 of the Treaty on European Union, founded on respect for human dignity, freedom, democracy, equality, the rule of law and respect for human rights, including the rights of persons belonging to minorities. Moreover according to the Charter of Fundamental Rights of the European Union, the EU is founded on the indivisible, universal values of human dignity, freedom, equality and solidarity. The Charter also reaffirms the rights as they result, in particular, from international obligations common to the Member States»23.

However, considering the role of the digital in society and the economy, it is necessary to spell out how «values and fundamental rights applicable offline should be applied in the digital environment. The digital transformation should not entail the regression of rights. What is illegal offline, is illegal online»24.

Through the Joint Declaration, the Institutions «aim to promote a European way for the digital transformation, putting people at the centre, built on European values and EU fundamental rights, reaffirming universal human rights, and benefiting all individuals, businesses, and society as a whole», and therefore declare that they want to «putting people at the centre of the digital transformation»25 because «technology should serve and benefit all people living in the EU and empower them to pursue their aspirations, in full security and respect for their fundamental rights»26. Simultaneously, the principles of “solidarity and inclusion” are affirmed, that is, «technology should be used to unite, and not divide, people. The digital transformation should contribute to a fair and inclusive society and economy in the EU»27. The European Union’s vision «for digital transformation puts people at the centre, empowers individuals and fosters innovative businesses»28.

Another principle is “freedom of choice”29, defined as «interactions with algorithms and artificial intelligence systems», that is, «artificial intelligence should serve as a tool for people, with the ultimate aim of increasing human well-being»30, and as the “fair digital environment”, that is, «everyone should be able to effectively and freely choose which online services to use, based on objective, transparent, easily accessible, and reliable information»31, and «everyone should have the possibility to compete fairly and innovate in the digital environment. This should also benefit businesses, including SMEs»32.

In addition, there is the principle of “participation in the digital public space”, that is, «everyone should have access to a trustworthy, diverse and multilingual digital environment. Access to diverse content contributes to a pluralistic public debate and effective participation in democracy in a non-discriminatory manner. Everyone has the right to freedom of expression and information, as well as freedom of assembly and of association in the digital environment. Everyone should be able to access information on who owns or controls the media services they are using. Online platforms, particularly very large online platforms, should support free democratic debate online. Given the role of their services in shaping public opinion and discourse, very large online platforms should mitigate the risks stemming from the functioning and use of their services, including in relation to misinformation and disinformation campaigns, and protect freedom of expression»33.

The Joint Declaration aims to guarantee «safety, security and empowerment» in «a protected, safe and secure digital environment» «privacy and individual control over data», and «protection and empowerment of children and young people in the digital environment»34.

Finally, the principle of “sustainability” is defined, that is, «to avoid significant harm to the environment, and to promote a circular economy, digital products and services should be designed, produced, used, repaired, recycled and disposed of in a way that mitigates their negative impact on the environment and on society and avoids premature obsolescence. Everyone should have access to accurate, easy-to-understand information on the environmental impact and energy consumption of digital products and services, their reparability and lifetime, allowing them to make responsible choices»35.

Broadly, the definition of European regulatory intervention in the digital context requires due consideration of the construction of principles and rights that can be bearers of true inclusion and can support the growth of society and the economy.

The principles and rights aim to define a technologically advanced and unanimously aware society that is able to define a participatory democracy36.
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